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Abstract

Strategic communication is one of the expressions of state power and the instrument
for achieving political and the security of national interests. In the context of contemporary
conflicts, it is an appearance of hybrid action in the fields of information, the media, the
Internet and the wide spectrum of public diplomacy performances. The main goal of
strategic communication (SC) is to influence public opinion. In addition, SC strives to
move the focus of the public towards cultural values as well as the adjustment of the
political system. The main task of strategic communication (SC) is to influence public
opinion and its focus on cultural values, the possible adaptation of the political system by
"reprogramming” political culture in accordance with the goals set by psychological
influence. One of the main channels for influence are social networks. In the paper, we
used a multi-criterion analysis to identify the method of prevention pertaining to
psychological manipulations in the cyberspace. This paper suggests preventive measures
against negative impacts of social networks. In the paper, we used the Analytic
Hierarchical Processes for the analysis of hierarchy in the application of preventive
measures. Based on the obtained results, we developed and presented the application of
preventive measures, to prevent the harmful effects of psychological manipulations in the
cyberspace.

Key words: strategic communication, hybrid warfare, Internet social networks,
psychological manipulation, cyberspace.
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CTPATEHIKA KOMYHUKALINJA
N YTULAJ APYIUTBEHUX MPEXA: METOJE
INCUXOJIOIKUX MAHUITYJIALINJA Y CAJBEP
IMPOCTOPY U NIPEJIOT BUXOBOI' CIIPEYABAIbBA

Arncrpakr

Crparemika KOMyHHKaIyja je jefaH ol u3pasa ApkaBHe MohM M Ipe/CTaBIba HHCTPY-
MEHT y MOJIMTUYKOM U Oe30€JHOCHOM OCTBapHBakby HALIMOHAIHHX MHTEpeca. Y KOHTEK-
CTy CaBpEMEHHX CyKo0a, IpeaCTaBiba u3pa3 XUOPHIHOT JIeJIoBamka Y 00JacTUMa HH(OP-
MHCamba, MeIMja, HHTEpHEeTa M IIMPOKOT CIIEKTPa IeNIOBamba jaBHe AUIUIoMatyje. [ naBH
3aj1atak crpateike komyHukanuje (CK) jecte yTHIlaj Ha jaBHO MEEEHE M EbCHO YCPEICpe-
huBame Ha KynTypHE BpeIHOCTH, MOryheM mpriarohaBamsy HOJUTHIKOT CHCTEMA ,,peTIpo-
rpamMupameM” MOMTHYKE KyJIType Y CKiIay ca MOCTaB/beHUM LMbEBUMA MCHXOJIOIIKOT
yTunaja. Jeman oj IIaBHMX KaHala 3a YTHUIQ] jeé MHTEPHET, KOHKPETHHjE, JPYIITBCHE
MpeXe W aKTUBHOCTH y cajoep mpoctopy. Y paxmy je kopuinheHa MYJITHKPUTEPHjyMCKa
aHaAIN3a ca MIJbEM UICHTH(HKALMje METOa PEBeHIIN]e OJ] ICUXOJIOMKNX MaHHITyJIali-
ja'y cajoep mpocropy. [lopen Tora, oBaj pax mpemnaxke MpeBEHTUBHE MEpe MPOTHB HeTra-
THBHMX YTHIIaja Ha JIPYIITBEHUM MpEKaMa, Kako Ha MOje/IMHIA TaKO U Ha IPYIUTBEHY 3a-
jemauiyy. Y pany cy moMmohy aHaIWTHYKHX XHjepapXHjCKUX IPOLEeca M3BPIICHE aHaAIN3e
HPHOpHTETA Y IPUMEHH NIPEBEHTUBHHUX Mepa. Ha ocHOBY noOujeHnx pesynrara, pa3sBHIN
CMO U TIPEIICTABMIIM NPEBEHTUBHE MEpe, Y LMJbY CIpeYaBama IITETHUX edeKara ICHXo-
JIOIIKUX MaHHUITyJIaIHja y cajoep mpocTopy.

KibyuHe peun: crpaTelika KOMyHHKAIHja, XHOPHAHO PaToBambe, IPYIITBEHE MPEKE
Ha MHTEpHETY, IICHXOJIOIIKE MaHHITyJIaluje, cajoep IpocTop.

INTRODUCTION

In contemporary society, Strategic communication (SC) is a part of
social activities in the phase of strong development and growth, based on
effective and accurate usage of information. However, not all communica-
tion is strategic, nor is all strategic communication conducted against posi-
tive goals (Holtzhausen & Zerfass, 2015, p. 3-17). The existing understand-
ing of SC is mostly based on the definition suggested by Hallahan as
“communicating purposefully to advance (the organization’s) mission” and
“implies that people will be engaged in deliberate communication practice
on behalf of organizations, causes, and social movements” (Hallahan, et al.
2007, p. 4). Also, SC is a modern management concept of permanent adjust-
ment of multidisciplinary interactive communication between different lev-
els and forms of entities, with a goal to achieve the desired relationships be-
tween subjects in the process (Mitrovi¢, 2017). In the sense of understand-
ing of SC as a tool for presenting the organization as a social actor in creat-
ing a public culture (Mitrovi¢, 2019a), strategic communication could be
observed through:

= National (state) institutional level: public diplomacy, psychological
operations, public affairs, propaganda, interest communication (lobbying, rep-
resentation of interests, strategic negotiation) (Mitrovi¢, 2019b).
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= Corporate level: public relations, integrated marketing commu-
nication, socially responsible practices, corporate political activities
(Mitrovi¢, 2019c).

At the national level, to be successful, strategic communication
must include the communication content and broadcast of activities, "im-
ages" and politics (Christopher, 2011a, p. 5) which will inform, influence or
convince the audience in the nature of the message of national objectives
(Christopher, 2011b, p. 4).

CYBERSPACE AS AN INFLUENTIAL SPACE FOR SC PERTAINING
TO DEFENSE ISSUES

Besides the fact that cyberspace has no overall, unique definition, con-
temporary research and works indicate that cyberspace is an environment in
which, a cognitive world is created by intellectual activities through the inter-
face of information and communication systems. (Vasiljevi¢, Vasiljevi¢ &
Djuri¢, 2018, p. 225).

Developed technical solutions, which are the base for the implementa-
tion of channels for communication, make actual societies dependable on in-
formational and communicational technologies. Moreover, contemporary
civilization is linked with digitalized communication, which makes all na-
tional (state) systems potentially fragile and vulnerable to all sorts of attacks
in cyberspace (Mitrovi¢ & Miljkovi¢, 2018).

The indicated characteristics of cyberspace are core for information
operations whose goal is to influence attitudes and the public opinion and
thinking. Effects are influential on the motivation for defense, the trust in po-
litical and army leadership, but also aspects of mobilization and recruitment.
Influence on personality in cyberspace can affect the predictable behavior
through personality change attitudes, depending on their basic psychological
characteristics. The influence on the predictable behavior of the personality is
the goal of contemporary psychological operations performed in cyberspace,
which are referred to as "impact operations".

In the contemporary information age, the application of information
technology in contemporary psychological operations is widespread and al-
most unavoidable. The Internet, as the prevailing part of cyberspace, is used
as the main medium for the distribution of psychological content. The spe-
cialized software tools are used to analyze the target group with purpose of a
more accurately and efficiently distribution of the psychological content.
Therefore, the material of psychological “impact operations” must be particu-
larly attractive for the target group. More precisely, a message must be
adapted to the psychological characteristics of the target audience.
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The personality characteristics determine the behavior on the Internet
and this is the basis for the selection of target groups of psychological opera-
tions in cyberspace. Therefore, one of the models of psychological operations
implies influencing the predictable behavior of a person through the change
of beliefs and attitudes, depending on their psychological characteristics and
ways of behavior in cyberspace. Concerning Hansen (Hansen, 2013), influ-
ence on the attitudes and behaviors could be exposed in the following ways:
1) critical resources controlling, 2) fraud and 3) social influence. Pratkanis
(Pratkanis, 2007) defines social influence as any non-coercive technique,
procedure or manipulation that relies on the socio-psychological nature of
human beings as a means of creating or changing the belief or behavior of the
goal.

The societal influence on the predictable behavior of a person
through the change of beliefs and attitudes can significantly emerge in the
cyberspace. Due to the low cost of access, the wide variety of users, the
global distribution and the high speed of information flow, social net-
works have a major impact on the behavior of their users.

The activities of individuals or organizations consciously focused
on the attempts to change attitudes and behaviors of individuals, a smaller
or larger group of people, are called an "operation of influence™. The goal
of operation of influence is to achieve an impact on the target group audi-
ence, which consequently implies the power position of a side which
leads the operation. One way of influencing toward a change of attitudes
and forming the opinion of the target group, which is applied in the op-
erations of influence, is the dissemination of information and data, mes-
saging and knowledge exchange (Gupta & Dhami, 2015).

Research on the relationship between the cyberspace and social
psychology suggest that cyberspace offers numerous possibilities for
"knowledge sharing” and "coercive operations designed to influence the
target group change, compromising, destruction or theft of information
access to information systems and networks" (Pissanidis, Rdigas &
Veenendaal, 2016). Research conducted by Deng and Liu (Deng & Liu,
2017) approved the existence of a relationship between personality traits
and behavior on social networks based on the theory of the “Big Five”.
The Big Fife theory considers openness, conscientiousness, extraversion,
agreeableness, and neuroticism as main personality traits (Power &
Pluess, 2015). Closely, in the scope of the psychological influence on
personal cognition in cyberspace, Kosinski (Kosinski, et al. 2014) sug-
gests that there are significant psychological links between the users' per-
sonalities, and their profile at the most famous social network, Facebook.
The behavior of users in cyberspace is a cyber-personality (Sartonen,
Huhtinen & Rhizomatic, 2016), the "digital image" of a real personality.
It offers opportunities for precise impact operations that can be directed to
a target group.
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The theory of planned behavior (TPB) explains that attitudes play
an important role in explaining human behavior and that they are formed
from prominent beliefs about this behavior (Ajzen, 1985). The TPB sug-
gests that the impact on behavior (and its change) can be made through
changes in attitudes, subjective norms, and the perceived behavioral con-
trol. According to Ajzen (Ajzen, 2019), the consequence of the exposure
of the subject’s entity to new information and experiences that can lead to
changes in their beliefs, is to influence their intent, which consequently,
influences their behavior.

Internet users, by changing their status on social networks, making
public comments, etc., can behave under the "expectations”, for them
some important persons, and in this way express intentions about future
behavior in real life. Also, real-life behavior toward expectations is ex-
pressed by mimicking and supporting the views and activities of signifi-
cant individuals. Overall conclusions of contemporary projecting of SC as
an “operation of influence” in cyberspace are: 1) The behavior on the Internet
shortens the selection of the target group of psychological operations (PO) in
cyberspace; 2) The application of modern information technology shortens
the time of the selection of the target group for PO; 3) The means of mass
communication have gained a new role in a modern society based on the in-
fluence of the media influence and political power, concentrated in certain
social structures (Mitrovic & Vulic, 2019).

PSYCHOLOGICAL IMPACT IN CYBERSPACE

Achieving psychological impact in cyberspace, as a form of social in-
fluence, has the aim to change the perception or behavior of people through
concealment, deception or abuse. This topic was elaborated by Braiker
(Braiker, 2004) and we intend to assess it through multi-criteria testing.

Manipulation is the term that describes the usage of various data or in-
formation for the "seduction of the public”, in psychology it is also used in
the meaning of a special manipulative, versus verbal ability (Vidanovi¢,
2006). Potential victims of manipulators on social networks are aware that
they set content to their profile on social networks, and the psychological
characteristics can be detected from that content without the intention of the
social network user. For a manipulator, an analysis of the content of a social
network profile offers a personality draft profile of a potential victim.

Methods of Psychological Manipulation

The most commonly used methods of psychological manipulation are:
1) manipulation of fear, 2) manipulating the sense of guilt, 3) the method
of small and larger demands, 4) encouraging projection, 5) provoking narcis-
sism, 6) violation of privacy and 7) relativizing the truth.
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1) Manipulating with fear — “fear — then — relief”; Fear is the primary
emotion that arises from the perception or expectation of real or imaginary
danger, or a serious threat. One of the most expressive fears especially occurs
during adolescence, and it is the fear of social rejection (Bernstein &
Borchardt, 1991). This method can be reasonably considered the most insidi-
ous of all, and psychologists call it the "fear-then-relief" method that relies on
the manipulation of human emotions.

2) Manipulating the sense of guilt — “social exchange™; It is described
as the interpersonal strategy of influencing where person A awards B (psy-
chological or material), and in return, when A asks B for some favor in re-
turn, B feels the (inner) pressure to obey in favor of A's request (Benoit &
Benoit, 2007).

3) Provocation of sensitivity - the method of small and higher re-
quirements — “Foot-in-the-door” technique; This technique of manipulation is
very perfidious, and at the same time imperceptible and simple. Using the
"Foot-in-the-door" (Rot, 2006) method, the abuser at the beginning asks the
victim for a small and simple service, followed by a new, significant re-
quirement.

4) Encourage projection; The technique improves compliance with the
interviewer by monitoring his behavior or gesture and using it in the commu-
nication process. Generally, people have positive affection toward similar
gestures (mirror projection) and communication-based on projection results
with a positive outcome. However, if the interlocutor consciously notes that
someone copies it, it can completely break down the compliance (Pineda,
2007).

5) Provoking narcissism - setting-specific issues; The Meta model
(Schwarz, Knduper, & Oyserman, 2008), could prevent the loss of infor-
mation in communication. The Meta model helps to ask specific questions
(How exactly? What exactly?). That will provide more information and pre-
ventive conflict avoidance.

6) Violation of privacy - Milton's model; The Milton model (Laguerre,
2017) is built around the idea that using a deliberately vague and general lan-
guage allows your interlocutor to open up his thoughts more easily. Unspeci-
fied language refers to words and expressions like somehow, everyone, al-
ways, the opinion is valid, people say, is generally known, etc. Using the
Milton model increases the chance that the spoken sentence will be in line
with the experience of the interviewer.

7) Relativizing the truth — “Yes — set”; This set is a series of state-
ments or questions that the interlocutor answers or thinks, “’yes, yes, yes...".
This repetitive self-obedience opens the stage when an on key question inter-
locutor will also respond with "yes" (Gravetter & Forzano, 2015).
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Applying the Process of Psychological Manipulation

The application of the manipulation method depends on the goal
that has to be achieved. The application of methods of psychological ma-
nipulation in this paper is illustrated by the example of recruiting people
for acts of terrorism based on the abuse of religion on the social network
Facebook. Steps in the process consider the definition of the target group
(based on the preview of the social network profile) and mobilization. The
target group is usually in a pool of young people with problems such as
poverty, poor relationships with their families, marginalized groups, from
conflict regions, areas with extensive religious conflicts or in societies with
significant deviation regarding traditional values. The process of mobilization
considers three main process phases — the search, rapprochement and offer.

1) Search is the first step on websites of religious communities,
self-taught teachers - interpreters of religion, religious schools and uni-
versities or on illegal websites known as "Dark Web". Recruiters (also re-
ferred to as “predators™) are, most usually, people with excellent "com-
munication” skills. On their social network’s posts, they establish content
about quite common things, such as devotion to faith, religious morality,
avoiding any extremist intentions. The evaluation of the potential candi-
dates’ is realized through manipulative methods such as encouraging pro-
jection, perceiving inertia attitudes, adaptable non-verbal communication,
experience, activities and the degree of socialization.

On Facebook, searching for “friends” is commonly possible by appli-
cation suggestion, based on the network of existing or possible "friends"
("people you may know"), or by expressed and similar interest ("you may be
also interested"). The profile Timeline on Facebook is the “pool” of your cur-
rent “friends” and this is the best place to look for new friends based on simi-
lar interests. Favorite sites and groups on Facebook are also "good" places to
search for victims because people who visit those sites have at least one thing
in common with the predator. On his profile, the predator creates a "mirror”
using previous knowledge about the interviewee (target) attitudes and activi-
ties. The implementation considers the following activities:

= Predator access to the Timeline of one of the Facebook profiles who
has similar interests or interests as the predator. They found a post that
the target (victim) particularly likes. Accessing the person who likes or
comments on this post, the predator comes to the Timeline of that (targeted)
person.

= On the selected Facebook profile, while scrolling through the Time-
lines, the victim (target) reads the predator’s post. By choosing the link
“More” below the photo on the cover page of the profile, you can see what
types of movies, books, TV shows or music likes, and sees all other interests
of the victim.

= By activating the "follow" menu in a photo or set profile image, the fu-
ture public postings of the victim will appear in the news on the predator pro-
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file. The predator marks public posts with "liking" and commented on how to
create "mirrors” to start a friendship with the victim. When the predator finds
it appropriate, they send a message asking for friendship.

2) Rapprochement starts after choosing the victim, when the preda-
tor aims to get closer to them. The predator does their own research, ana-
lyzing and learning everything about the family, the past, the interests,
and weaknesses of its victim. The manipulative methods used in this step
are provoking narcissism - setting up specific questions, manipulating the
sense of guilt or social exchange and the methods of deterring privacy using
Milton's patterns. This friendly help can be psychological or material. After
assisting, the victim feels the pressure to rebound against the demand of the
predator, then the predator goes to the next step.

3) The predator offers sacrifices in the form of faith and joins the
group or organization that “fights for the right goal”. The victim finally feels
accepted and purposeful. Relationships with the organization are growing,
and with them, a range of crimes that the newcomers are willing to do in re-
turn. The manipulative methods applied here are relativization of the truth -
"Yes - set", provocation of sensitivity - the method of small and higher de-
mands - the technique of "foot in the door" and the manipulation of fear -
frightening and scattering.

METHODOLOGY AND INTERPRETATION OF RESULTS

To determine the degree of awareness of exposure, and the categorical
determination of possible vulnerability to psychological manipulations, as
well as preparing preventive measures on social network behavior, we con-
duct an online survey. The online survey involved 250 people from the
Republic of Serbia (75), The Republic of North Macedonia (50), the
Republic of Croatia (50), Bosnhia and Herzegovina (25), the Russian
Federation (25) and the United States (25). The surveyed group consisted of
150 males and 100 females. The educational structure of the respondents is as
follows: high school degree - 50 persons, bachelor degree - 100 persons and a
master's degree - 100 people. For the survey of 250 respondents, an on-line
questionnaire was prepared using the Likert scale of attitudes with the task of
expressing the degree of agreement or disagreement on a five-step scale for
each claim: "I do not agree at all,” "I do not agree," "I do not have an opin-
ion,” "l agree” and "I totally agree".

The data processing of the survey was realized in the software tool
for statistical data processing "Statistical Package for the Social Sciences".
The results are shown in Table 1.

The results of the research indicate that although 79.6% of the re-
spondents are knowingly aware of the possible danger of being manipu-
lated on social networks, they do not check the profile of someone who
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wants to be their “friend”, but respond to the unknown without previously
checking the news on social networks.

Table 1. The data processing of the realized survey

Attituge Tatnl

Through  social networks  getting

messages that scare me 0.6%

Sometimes | do not agree o de

sommething 1 dis not want SR

When | have a problem, [ alwavs

turm by first Eamily for help 9%.6%

Lagree o help a friend 98 %

1 howve a feeling of puilt after
aceepting a friend's bel
fpung P 90.6%

1 pul my own mexges and members

af my family an my profile ELT S

Taften comment on events

1 explitly respond 10 explical
seenes of vielence

1 never answer unkmsvan people

1 do not share my stanes on the
pridfile publicly

Always  check  the profile  of
soamenne whio wins 1o be y friend

e

1 am aware of the danger of being
manipulated

3
§

T'm always lookmg for newspapers
on social networks before petivating
an opLion

£
=
Z

PREVENTION OF PSYCHOLOGICAL MANIPULATIONS
IN CYBERSPACE

To define preventive measures from psychological manipulations
in cyberspace, we use the methods of analytical hierarchical processes
(AHP method). The aim was to convert non-material factors into numeri-
cal values and systematically evaluate the weights of selected variables in
couples through a series of pairing (Saaty, 2008). In research, we used the
software “Super Decision 2.6.0 — RC1“. AHP method is processed
through three phases: 1) data collection, 2) valuation of relative value
weights and 3) determining the solution to the problem.
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Data collection was conducted "on-line™ by interviewing ten ex-
perts in the domain field, who were asked to fill in Satie's attitude scale of
nine points to rank the importance of the criteria in pairs comparison. The
results in Table 2 express Satie's rock attitudes of nine points.

Table 2. Satie's attitude scale of nine points regarding importance criteria.

Scale | Explanation / Ranking

9 Absolutely most important / most preferably

8 Very strongly to the absolutely most important / most desirable
7 Very strong to very important / desirable

6 Strong to very strong

5 Stronger more important / desirable

4 Less to more stronger

3 Less relevant / more desirable

2 Equally to the weaker more

1 Equally important / desirable

0,50 | Equally to the weaker ones

0,33 | Less significantly less / preferably

0,25 | Less strongly towards smaller

0,20 | Strongly significantly less / preferably

0,17 | Strong to very strong / small

0,14 | Extremely vigorously less significant / desirable
0,13 | Very strongly towards smaller absolute

0,11 | Absolutely the least significant / desirable

The logic diagram of a possible solution for preventive measures,
which could contribute to protection against psychological manipulation
activities through social networks, is in Figure 1.

A certain hierarchy in the preventive measures for the
protection of psychological manipulation in

cyberspace The Goal

7 N

: . r Eligihility decisi
Evaluation Elemental Procedure Knowledge ity decizion
Exbucation ‘ | Act ‘ ‘ Congal | ‘ Lurnin I Alternative

Figure 1. Hierarchy logical network of acts and measures in cyberspace
manipulation prevention

As of mid-conclusion, alternatives for psychological manipulation
are education, method and control limitations.
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Determining the Solution to the Problem

Determining the solution to the problem is the last phase of the AHP
method, which means finding a positive normalized vector. After determin-
ing the sequence vector of the activity criteria in the model, in the next circle,
it is necessary to determine the order of importance of the alternative in the
model. Finally, the overall synthesis of the problem is the participation of
each alternative multiplied by the weight of the observed criterion. The ob-
tained data represents the influence weight of the observed alternative in the
model. The results of the survey for ten experts from the domain area are in
Table 3.

Table 3. Experts’ survey results regarding preventive alternatives

Alternatives | Total | Normal | Ideal | Ranking
Expert 1 education 0.3393 | 0.6786 1.0000 | 1
control 0.0404 | 0.0809 | 0.1192 | 3
limitations 0.0198 | 0.0395 | 0.0583 | 4
act 0.1005 | 0.2010 | 0.2962 | 2
Expert2 education 0.3482 | 0.6963 | 1.0000 | 1
control 0.0366 | 0.0732 | 0.1051 | 3
limitations 0.0162 | 0.0323 | 0.0465 | 4
act 0.0991 | 0.1982 | 0.2846 | 2
Expert 3 education 0.3461 | 0.6922 | 1.0000 | 1
control 0.0359 | 0.0718 | 0.1038 | 3
limitation 0.0146 | 0.0291 | 0.0421 | 4
act 0.1034 | 0.2068 | 0.2988 | 2

Summarizing the results obtained by using the AHP method that
determines hierarchy in the application of preventive measures to protect
against psychological manipulations in cyberspace is of significance
ranked according to the following:

1) First — "education",100% confidence,

2) Second - "procedure”, 90% confidence,

3) Third — "controlling", 90% confidence and

4) Fourth — "limits", 100% confidence.

PROPOSED MODEL IN THE APPLICATION
OF PREVENTIVE MEASURES

The prevention of harmful effects in cyberspace caused by psycho-
logical manipulations based on previous research implies the application
of measures in the following domains: education, procedures, control,
and limitations.

In the domain of education, it is necessary to take measures in the
constant education of young people on all levels of education about the
dangers that they could be exposed to social networks. Besides, an im-
portant segment is the education of both the teaching staff and parents.
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Prevention considers procedures, which are needed to be taken to pro-
tect privacy on social networks. Useful recommendations consider to avoid
blind trust regarding "default" settings on sites, but try to evaluate the "set-
tings” to choose the appropriate level of protection. Also, it is better not to
share close information about yourself, family, or anyone else in the "online"
area, even personal contact information, in open form, as well as carefully
use social networking based on locating (“geotagging”, "FourSquare",
"checking™). These services make your daily habits available to the broad
public, even to those with malicious intent. Furthermore, the suggestion is
that one should not "blindly accept" friend suggestions, nor allow access to
people they do not know and do not trust. Regularly review your friends and
delete those with whom you are not close. If you choose to add your profes-
sions or contacts from your profession to your network, consider the option
of adding them to a separate list or group and limiting/protecting what you
share with that list/group. Furthermore, everything that is published on the In-
ternet can easily be split, drawn out of context, or abused. For sure, strong
passwords to protect the login to a personal account are advised.

Control as a preventive measure is a set of procedures to gain in-
sight into the degree of disruption of privacy and functionality on the one
hand, and control of the validity of the sites we visit.

Restricting access to certain sites on the Internet, in particular social
networks, is an alternative that is the lowest-ranked as a preventive measure
and represents the ultimate measure, which is also a measure affecting the
freedoms and rights of citizens. This measure is applied when the previous
measures were not applied or when they did not yield results.

CONCLUSION

Successful strategic communication (SC) has to be a planned activity
where the key for success lies in the solid analyses of the environment, stake-
holders and objects. The environment of communication has various dimen-
sions and in the contemporary world, cyberspace has a unique significance,
with strong influence in almost all physical dimensions. Supported by tech-
nology and globalization of media and broadband Internet contexts, especial-
ly through social networks, cyberspace is a strong tool for shaping the public
opinion, behavior predictions, as well as attitudes and mass motivation man-
agement.

In this paper, methods of psychological manipulation are analyzed as
a kind of social impact that aims to change the perception or behavior of oth-
er people by concealing, deceiving or abusing. Research consequently aims
to examine the relation of SC and abusing of Internet social networks, from
point of national defense and security, in the form of mobilization for extrem-
ism and terrorism. An online survey of 250 respondents determined the level
of awareness about exposure to psychological manipulations, categorical de-
termination, and preventive measures against their influence.
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The research results indicate a low level of social network abuse
knowledge, insufficient motivation for education, without the knowledge
of procedures that can reduce the negative effect of psychological manip-
ulations, and lack of control of truthfulness and evaluation of Internet
content. Social networks, because of their popularity and “easy and
quick” access, represent unique favorable polygons for aching malicious
psychological manipulation and influence.

The application of the AHP method in this work identifies measures
of prevention against harmful effects in cyberspace caused by psychological
manipulations, and these are ranked by significance to the following: educa-
tion, procedures, control, and limitations. Based on the identified measures
and their significance as ranked preventive measures, the proposal of model-
ing contents for preventive measures against psychological manipulations in
cyberspace is elaborated.

The results of the researches shown in this paper point to the dan-
ger of predators acting on the belief of potential victims, which, in the
end, can have great negative consequences for both the individual and the
wider social community in form of rising extremism beliefs and terrorists
acting.
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CTPATEIHIKA KOMYHUKAIIUJA
N YTULAJ APYHITBEHUX MPEKA: METOJIE
INCUXOJOIKUX MAHUITYJIALIUJA Y CAJBEP
MMPOCTOPY U IIPEJIOT IbUXOBOI' CTIIPEYABAIbBA

Mupocaas Murtpoeuh?, [Iparan Bacussesuh?
IMHCTUTYT 32 cTpaTerujcka UCTpakuBama, Y HuBep3uTer ondpane beorpan, Cpbuja
Tenepamurad Bojcke Cpouje, Cpouja

Pe3ume

Crparemka KOMyHHKaIMja MpPEICTaBba jeIHy OJ Pe3yJTaHTH APYIITBEHHX HHTEp-
aKImja y riodarHoM ceery. Kpo3 By ce ounTaBa HIMPOK CIIEKTap KOMYHHKAIU]CKHX (op-
MH KOje ¢y of omnydyjyher yTumaja Ha oCTBapWBame MHCHje opraHuzaiwje. pxase
cripoBoljermbeM cTpartelike KOMYHHKAIWje OCTBAapyjy LMJbEBE KOjH Cy O[] HajBHILIET HallU-
OHAJIHOT 3Hauaja, a HaJla3e ce y AUCKYPCY jaBHE U KJIACHYHE IUIUIOMATHje, MpoIaratyie,
nobupama uta. Crpartenrka KOMyHHKAILHja ce CIIPOBOIHM Yy CBUM cepama JIelloBama
JbyZCKe pa3MeHe mdopmaiuja, ma Tako U y cajoep mpoctopy. Y OBOM BHPTYEITHOM
HPOCTOPY Cy YCIEeZ TOTOBO HENMPEKUIHE TEXHOJIOUIKE PEBOJIYIMjE Y aKTYEeTHOM Tpe-
HYTKy WHTEH3MBHE CBe, Na U MaHMITyJIaTHBHE, KOMyHHUKalujcke npakce. Ca craHo-
BHIIITA CTPATEIIKE KOMyHHKAIIH]je, OJ] 3Ha4Yaja 3a HAIMOHAHY 010paHy U 6e30eIHOCT,
noce6Ho cy 6utHe MoTuBHIIyhe Qopme yTHIaja HA KOTHUTHBHE M NICHXOJIOIIKE Ka-
PaKTEPHUCTHKE MOMyJIaIlHje.

OcuMm MoTHBHIIYhHX yTHIaja, KOjU TO3UTHBHO OIIPEEsbyjy HOIyNalyjy mpeMa
NUTakAMa OJ1 3Havaja 3a o0paHy 1 0e30eIHOCT, ca CTAaHOBHIITAa HCTPAKUBAA Y 00JIACTH
on0paHe, Ofl BEMKOT 3Ha4aja Cy KOMYHHKAIMjcKe (opMe Koje HEIOBOJFHO M JECTPYK-
THUBHO yTHYy Ha ApymTBo. OBaKBe T0jaBe Cy y caBpeMEHO] TeOpHji KOH(pIMKaTa mpero-
3HaTe Kao jelaH Of ca/ip)Kaja HEKOHBEIIMOHATHUX, XHOPHAHIX (POPMH yrpokaBamba 0e3-
OenHOCTH.

V octBapuBamy LIJBEBA, KOjE CE Y OBOM pajy OJHOCH Ha MOTEHIHjaIHO BpOOBahe
32 EKTPEMHCTHYKO M TEPOPUTHUKO JEIOBaKE HAa OCHOBY 3/I0yHoTpede caipikaja Ha
JpyurBeHoj Mpexu dejcOyk, cyOjekTn MaHUITyJIaluje mpeMa )XpTBaMa KOPHUCTE CBe J10
cajia 07l HayKe H Mpakce Mpero3HaTte MeTo/ie YIpaBbamba BOJBOM, MPEABUINBOT MIOHA-
IIaba U MCHXOJIOIKHX MaHHITyJIaIH]ja.

V pazmy ce, Ha OCHOBY aHAJHM3€ MCHXOJIOMIKUX MOJIENA YNpaB/barbha IMOHAIIABEM 1
THICHXOJIOLIKMX MaHHITyJIallija, MPUCTYIHIO eMITHPHjCKOM HCTPaKUBarmy, CIIPOBEIHOM
IPEKO MHTEPHETa, Y KOME je aHAIM3UpaHa CBECT KOPHCHHKA O OMACHOCTMMa U Moryhum
MaHHITYJIATHBHUM cafpikajuMa Ha JIpymtBeHoj Mpexu dejcOyk. asmom npumenom AHP
METO/Ie, U3BPILCHO je paHTHpambe MOTEHIMjaTHUX (GopMK TpeBeHLrje 1 of0paHe o1 3710-
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ynoTpeba Ha JPYIITBEHUM Mpexkama. VcrtpaxuBame y (HOpMH 3aK/bydKa CBEICHO HyIU
cazipkaje M aKTHBHOCTH KojuMa je Moryhe o0e3ebeuTn IIpeBeHImjy, On0ujame 1 o0pa-
Hy OJ1 37I0yTIoTpe0e JIMIHNX canpikaja Ha JPYIITBEHUM MpeXaMa, a KOjH MOTY TTOCITy)KHTH
Kao OCHOBA 32 IPUMEHY MaHHITyJIaTUBHHX IICHXOJIOMKUX (hopmu. Ha oBaj HauwH, npeBeH-
IMja y JOMEHy KOMYyHUKalllje Ha HHTEpHETY oMoryhaBa nanekocexHe edekTe Ha cTpa-
TEHIKy KOMYHUKALIjy Of 3Ha4aja 3a Ip)KaBy, OMOryhaBambeM NOTEHIjaTHOT CIIpeyaBama
MAJTMIMO3HOT NIPOJ0pa y CBECT MOjeAMHIIA, KOJH CE CIPOBOAM Ca LIJbEM HeroBe MOOUIIH-
3a1yje 3a JeOBambe OMACHO TI0 HAIIMOHAIHY 0J0paHy U 0e30€THOCT.



