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Abstract

The application of thermal imaging cameras in crime detection has raised the
question of the legality of their use, as well as the procedural value of thus obtained
information. With regard to these questions, the standpoint of the U.S. court practice has
shown diametrically opposite views. The earliar U.S. courts rulings took the position that
the application of thermal imaging cameras was not subject to the fulfillment of any
particular conditions and that it was encompassed by police discretionary decisions. The
position of later rulings was that the application of new technologies, including thermal
imaging cameras, was subject to basic conditions required for searching, i.e. mandatory
obtaining of the court order with the purpose of protecting the right to privacy. As the
application of thermal imaging cameras in the Republic of Serbia is prescribed neither by
laws nor by by-laws, it could be governed by general regulations on the use of technical
means in implementing operational tactical measures and actions, as well as gathering of
evidence. Therefore, thermal imaging cameras might be used in police actions, such as
police observation, covert surveillance and recording. In the course of covert surveillance
and recording, as part of theevidence gathering process, the use of thermal imaging
cameras would be regulated by the same conditions by which the undertaken actions are
regulated. Since the possibility of the application of thermal imaging cameras while
performing police observation is not explicitly provided for, dilemmas with regard to their
use still remain, as well as the issues concerning their procedural value.
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IMPUMEHA TEPMOBU3NJCKUX KAMEPA
Y JETEKIINJU KPUMHWHAJIA

Ancrpakrt

IIpuMeHa TEpMOBH3HMJCKHX Kamepa y JACTEKLMjH KPUMHHAIA OTBOPWIA je IHUTAHE
3aKOHUTOCTH EUXOBE YHOTpeOe U MpOLECHOT 3Ha4aja Tako J0OujeHnx uHdpopmammja. Y
OArOBOPY Ha OBa IHTama MpaKca aMEPUUKUX CyAOBa 3ay3HMalla je JIHjaMeTpaTHO
cymporcraBibeHa riaexuinta. Crapuje npecyne aMepHuKHMX CynoBa Cy IIOJIasHie Of
CXBaTama Ja IPUMEHa TEPMOBH3HMjCKHX Kamepa He IOUICKE HCIYHhaBamby HUKAKBHX
MoceOHMX YCJIOBa U Ja MOTNajga MoJ MOJHMIMJCKO AUCKPEIMOHO omTyuynBame. KacHuje
npecyzie 3ay3uMajy CTaB Ja MPHMEHA HOBHX TEXHOJIOTHja, A ¥ TEPMOBU3HU]CKUX KaMepa,
HOJJIeKE OCHOBHMM YCIOBMMAa KOjU CE Tpake 3a HpPEeTpecame, OZHOCHO 00aBEe3HOM
npubaBibamy Cyzicke HapenOe, a CBe y Wby 3allTUTE IIpaBa Ha MpHBATHOCT. [Ipumena
TepMOBH3HjCKUX Kamepa y Pery6nuim CpOuju Huje mporvcaHa HUjeIHHM 3aKOHOM WIIH
MO/I3aKOHCKMM aKToM, Beh Ou ce Morna mojaBecTH MOA OMIUTe oApende O yHoTpeOu
TEXHUYKUX CpEeICTaBa MPU CIPOBONCHY OINCPATHBHO-TAKTHYKMX Mepa M palibu U
JOKa3HMX pammH. Kao pamme mpu umjeM crposohemy Om Morno nohuw no ymotpeGe
TEPMOBHM3HjCKHX KaMepa U3/1Bajajy ce HOJIHLM]CKO ONaXKame U TajHO Mpaherhe U CHUMAbE.
[Mpunmkom npumene TajHOT Npahema 1 CHUMamka, Kao MoceOHe J0Ka3He paiibe, MpIMEHa
TEpMOBHU3HjCKHUX Kamepa Omia Ou ypeheHa moq uctiMm yciioBUMa MO KOjEMa ce U cama
pamma Ipemy3uma. JluimeMe IIOCTOje KOJ HpUMEHE TEPMOBU3MCKMX Kamepa mpu
crpoBolerby MONMIMICKOTr ONaKawa, Oyayhu na Ta MOryhHOCT HHMje EKCIUIMLIHTHO
npezBuljeHa, a TUME je ocTasto 6e3 0roBopa U MUTAake BHXOBOT MPOLIECHOT 3HAYaja.

KJ])y‘Il-le peun: TepMOBI/ISI/IjCKe KaMepe, z[eTeKqua KpUMHHaJ1a, IPpUBAaTHOCT.

INTRODUCTION

Modern society is characterized by numerous challenges, among
which those regarding safety may be singled out as the most important.
Safety issues presents a fundamental and primary concern since both
society and its members may fully develop only in a safe environment.
The safety of an individual and the community is not an isolated issue
with which a state, region or an organization have to deal with, but a
universal problem asking for multiagency approach, internal and
international normative and operational response (Nika¢, Radovanovic,
Zori¢, 2018, p. 204). One of the biggest safety threats arises from the
perpetration of various criminal acts. Dealing with safety protection, i.e.
prevention, detection and the proving of criminal acts, modern societies
use advanced technologies to a great extent. One of these technologies
applied in crime detection is the utilization of thermal imaging cameras.

Thermal imaging cameras record heat emission, converting
infrared radiation into radiation visible to the human eye. Infrared light is
used for identifying the presence of bloodstains, the detection of writing
ink, the examination of burned documents, the detection of gunshot
residue (GSR), trace impression evidence, etc. Law enforcement officers
use thermal imaging cameras mostly for the detection of illegal marijuana
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growing, human trafficking and state border surveillance. The U.S.
applies this technique as the basis for obtaining a search warrant if there
is probable cause that a person is cultivating cannabis illegally.

The utilization of thermal imaging cameras in crime detection has
raised two questions. The first question refers to the lawful use of thermal
imaging cameras with regard to the protection of the right to privacy, while
the second one deals with the issue of the procedural value of the
information obtained by means of thermal imaging cameras. With the aim
of answering these questions, the first part of the paper presents the basic
features of infrared thermal imaging technology and its potential areas of
application. The second part of the paper analyzes some of the most
significant rulings of the U.S. courts pertaining to the use of thermal
imaging cameras in crime detection and protection of the right to privacy.
The third part of the paper deals with the positive legal solutions in the
Republic of Serbia with reference to the application of thermal imaging
cameras.

INFRARED THERMAL IMAGING TECHNOLOGY

Infrared radiation is the range of electromagnetic specter of
radiation that arises from the thermal radiation with longer wavelengths
than visible light and shorter wavelengths than microwave radiation.
(Asirdizer, et.al., 2016, p. 98). It is in range from 700nm to 30um and it is
used for the detection of emitted heat. Each object in nature that has a
temperature above the absolute zero (0 K = -273°C) emits radiation in the
infrared range of electromagnetic spectra because it is hotter than its
surroundings and cools down by transferring energy through convection,
conduction and radiation. There are three types of infrared radiation: near,
mid and thermal infrared radiation (Battalwar, et.al., 2015, p. 11; Chua,
et.al., 2018, p. 1). The relation between the amount of emitted energy by
the object and the temperature is given as Stefan-Boltzman law (Equation
1) (Edelman, et.al., 2013, p.1157).

W = geT

W stands for the total amount of energy per square meter (W/m?), o
= 5.67x10® Wm?/K* is Stefan-Boltzman Constant, ¢ is emissivity, and T is
absolute temperature (K).

Infrared thermal imaging is a contactless and nondestructive
technique which detects temperature changes of a recorded object.
Initially, infrared technology was developed for military purposes. This
technology can be applied to any situation where thermal profile and
temperature will provide information about an object (Battalwar, et.al.,
2015, p.10). The equipment needed for thermal imaging involves a
camera and computer with the appropriate software for saving and
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subsequent image processing. An infrared camera converts invisible light
into visible images, similar to a common camera which uses visible light.

The working principle of a thermal imaging camera is based on the
passing of infrared rays through a specific lens, which subsequently focus
passing through a sensor. In order to avoid reflection, this lens is not
made of ordinary glass, but of Ge, SiO,, ZnSe, ZnS (Edelman, et.al.,
2013, p. 1160). The obtained information visible as numerous dots of a
recorded object is processed and displayed in the form of a thermal image
by the sensor in a very short time. Digital sensors are made to be sensitive
to wavelengths of infrared rays. Digital technology converts a thermal
image into electrical impulses directed toward the unit for signal
processing and the system for image acquisition. A thermal image is dyed
in various colors depending on the emitted energy of the recorded object.

Regarding the fact that the temperature measuring of the recorded
object is a non-contact method, a number of factors, such as the quality of
the recorded object surface, i.e. its emissivity, reflectivity, distance between
the device and the recorded object, environment temperature, etc. act on the
recorded temperature values. A lot of research has been done all over the
world in order to improve the accuracy of temperature measurement with
the use of infrared thermal imager (Zhang, et.al., 2019, p. 1).

Nowadays, advances in technology have made infrared digital
imaging available to forensic photographers. Infrared light has wide
application in forensic science in developed countries. It can be used both
at the crime scene and in the laboratory. Thus, infrared light is used for
identifying the presence of bloodstains, detection of writing ink,
examination of burned documents, detection of gunshot residue (GSR),
trace impression evidence, such as tire prints on dark clothes, biomedical
photography, surveillance photography, etc. (Lyn, et.al., 2007, p. 1148; De
Broux, et.al., 2007, p. 1).

Thermal traces found at the crime scene may lead to information
when a certain object was used, i.e. when it was in contact with a warm
object, e.g. if there was any electrical devices, cups or any other containers
with lukewarm liquid (Edelman, et.al., 2013, p. 1161). Furthermore,
thermal imaging can be used for the estimation of cooling time from pixel
intensity values within a time interval of 3 to 25 minutes after shoes have
been removed from the crime scene, which means that it would be
possible to assess the amount of time since a suspect has left the crime
scene (Chua, et.al., 2018, p. 1). With the use of thermal infrared camera
technology, it is possible to identify the source of the failure and track its
path. Moreover, it can be used for looking through the smoke.

Thermal imaging of a person’s face is used in order to estimate
their current functional and psycho-emotional state based on the analysis
of parameters which characterize the work of the respiratory and the
cardiovascular system. The change of temperature of the facial areas near
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the bridge of the nose is in direct relation to the parameters of the
cardiovascular system (Alyushin & Kolobashkina, 2018, p. 44). Thermal
imaging is also applied in firefighting operations, military, law
enforcement and anti-terrorism, automotive applications, roof inspection,
medical imaging, night vision, medical field, police target detection and
acquisition (Battalwar, et.al., 2015, p. 13). Infrared thermal imaging
technology is a new technology which is applied in police practice in the
Republic of Serbia.

THE APPLICATION OF THERMAL IMAGING CAMERAS
IN CRIME DETECTION IN THE USA

The U.S. police agencies started using thermal imaging cameras in the
early 90s of the 20™ century. Therefore, courts had to decide if the use of
thermal imaging constituted search under the Fourth Amendment (Dashiell,
2003, p. 360). In the USA, thermal imaging is dominantly used for the
detection of illegal laboratories for the cultivation of cannabis as proof for
reinforcing the request for the search of specified premises. Therefore, in the
practice of the U.S. courts, the question arises as to whether this evidence
should be seen through the prism of the protection of the right to privacy, i.e.
the Fourth Amendment to the Constitution of the U.S. According to this
Amendment, “the people have a right to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures, shall not be
violated, and no warrants shall issue, but upon probable cause, supported by
oath or affirmation, and particularly describing the place to be searched,
and the persons or things to be seized”. The Fourth Amendment issue
raised by thermal imaging technology is whether the use of the device by
the law enforcement constitutes a search within the meaning of the Fourth
Amendment.

In the beginning, the majority of the U.S. courts held that thermal
imaging was not a search and accepted thermal image as evidence
although the warrant for a search was not obtained. The majority of views
of the courts mentioned relies on several different rationales. One
rationale posits that thermal imaging is non-intrusive and, therefore, not a
search, comparing it to the search of the garbage disposed of by the
suspect. In California v. Greenwood (486 U.S. 35, 40,1988), the Court
held that it was not a Fourth Amendment violation to search a person's
garbage without a warrant. The Court reasoned that one had no subjective
expectation of privacy in that which he knowingly exposed to the public —
“the garbage could be inspected by anyone”. Nor does one have a privacy
interest in that which is knowingly transferred to a third party, the
garbage collectors. The District Court of Hawaii in United States v.
PennyFeeney concluded that the disposal of waste matter was exposed to
the public and, therefore, the defendant had no subjective expectation of
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privacy. Even if he did, the court said, the defendant's expectation would
be unreasonable, because “no intimate details connected with the use of
the home or curtilage were observed”. Furthermore, the court wrote, the
Fourth Amendment was not violated because the thermal imager was
passive, “there was no undue noise, no wind, dust, or threat of injury”
(Dashiell, 2003, pp. 360-361).

Another rationale analogizes thermal imaging to canine sniffs. The
Eighth Circuit in United States v. Pinson reasoned that thermal imaging
was “analogous to the constitutional and warrantless use of police dogs
trained to sniff and identify the presence of drugs.” The Pinson court
stated: “Just as odor escapes a compartment or building and is detected by
the sense-enhancing instrument of a canine sniff, so also does heat escape
a home and is detected by the sense-enhancing infrared camera.” The
court also discussed the fact that no intimate details of the home were
observed by the thermal imaging.

Finally, some courts justified the use of thermal imaging on the plain
view doctrine for a search (Campisi, 2001, pp. 257-258). In United States v.
Ishmael, the Fifth Circuit found that the defendant did have a subjective
expectation of privacy, but held that the expectation was unreasonable. In this
case the court compared the use of the thermal imaging device to law
enforcement officers peering into a barn located in an open field. Thus, the
defendants had no reasonable expectation of privacy because their secret
marijuana crop was inside a building in an open field, and no search occurred
because the building was never physically invaded (Dashiell, 2003, p. 362).

Only a minority of the U.S. courts considered that law enforcement
officers must obtain a court warrant for this type of evidence because it
would otherwise constitute a search under the Fourth Amendment. These
courts focused on the intrusive nature of this technology. The view of these
courts also focused on the individual's expectation of privacy in the activities
conducted within the home, rather than on the expectation of privacy in the
heat emitted from the residence. The turning point in the court practice
concerning the use of technology in the protection of the right to privacy was
the ruling in the Katz v. United States case because it took the view that the
Fourth Amendment protects people, not places. In support of this view, it
should be emphasized that the evidential value of the information obtained by
communication surveillance without physical intrusion into a particular place
has to be judged by the standard of the fulfillment of the search warrant
requirement. Justice Harlan suggested a two-part test for assessing the
violation of the right to privacy in this case. The first test referred to the
assessment of the subjective expectation of the person whose premises had
been searched. The second test was to assess whether that subjective
expectation regarding privacy was recognized as reasonable by society
(McKenzie, 2002, p. 158).
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Subsequent to this ruling, in the State v. Siegel case, the Montana
Supreme Court held that the use of thermal imagers in criminal investigations
constituted a search under the Montana Constitution, thereby requiring a
search warrant supported by probable cause. The court in the State v. Siegel
case noted that thermal imaging provided information regarding heat
emissions of both illegal and legal nature, finding that a thermal imager
could not limit its detection solely to information regarding illegal activities
and that was why a thermal imager was indiscriminate (Larks-Stanford,
2000, p. 599).

In the California v. Ciraolo case, the police received an anonymous
tip that the suspect was cultivating marijuana in his backyard, the police
surveilled the area from a plane in order to make sure whether marijuana
was actually grown there. The police were forced to fly over the yard
because the defendant had erected a six-foot outer fence and a ten-foot
inner fence around it, preventing people from viewing the yard at ground
level. The Court held that this was sufficient manifestation of an
expectation of privacy on the defendant's part. However, the Court stated
that this expectation of privacy was not one that society would find
reasonable and, therefore, the defendant had failed the second prong of the
Katz test. The Court reasoned that any member of the public flying over the
house could have glanced down and seen what the officers had seen and
concluded that the investigation did not violate the Fourth Amendment.
One of the justices wrote a dissenting opinion claiming that the taken
photos had revealed not only marijuana but a pool and a yard, as well. The
dissenting opinion also pointed out that the technology used, specifically
the airplane, allowed the police officers to conduct the investigation in a
way that only would have been possible with physical invasions at the time
the Fourth Amendment was adopted (McKenzie, 2002, p. 163).

Other courts stated that the use of thermal imaging devices reveal
intimate details occurring within the sanctity of the home, the place
deserving the utmost protection pursuant to the Fourth Amendment (Larks-
Stanford, 2000, p. 591-593). This stance was used in the Dow Chemical
Co. v. United States case, which involved fly-over and photographing by
investigators, but the airplane and the camera were significantly more
sophisticated than those used by the general public. The Court stated that
“highly sophisticated surveillance equipment not generally available to the
public, such as satellite technology, might be constitutionally proscribed
absent a warrant. But the photographs here are not so revealing of intimate
details as to raise constitutional concern” (McKenzie, 2002, p. 164).

The Supreme Court put an end to the mentioned discussion in the
Kyllo v. United States case. In this case, the suspect’s house was scanned
with a thermal imaging device which revealed a huge amount of heat
radiating from it. This thermal imaging scanning and the information about
the electric power consumption were the basis for obtaining a search warrant.
Lower courts concluded that the thermal scanner used on Kyllo's home



1004

measured the heat being emitted from the outside of the walls of the house.
However, there appears to be little agreement on how much this tells the
officers about what is going on inside the home. The court stated: “It appears
that there is a variety of thermal imagers available and while some are only
capable of providing crude images of where heat is coming from, others have
the capability to unveil more detail.” In this case, the trial court found that the
thermal imager that the police used ““is a non-intrusive device which emits no
rays or beams and shows a crude visual image of the heat being radiated from
the home outside of the house”. It further found that: “The use of the thermal
imaging device here was not an intrusion into Kyllo's home. No intimate
details of the home were observed, and there was no intrusion upon the
privacy of the individuals within the home. The device used cannot penetrate
walls or windows to reveal conversations or human activities. The device
recorded only the heat being emitted from the home”.

In this case, the U.S. Supreme Court accepted a new test for the
assessment of the application of sense-enhancing technology, thus rejecting
Katz test and introduced substantial change in the Fourth Amendment law.
The Court stated: “We think that obtaining by sense-enhancing technology
any information regarding the interior of the home that could not otherwise
have been obtained without physical intrusion into a constitutionally
protected area constitutes a search - at least where (as here) the technology in
question is not in general public use”. The court stated: “It would be foolish
to contend that the degree of privacy secured to citizens by the Fourth
Amendment has been entirely unaffected by the advance of technology”.
Additionally, the Court noted: “Where, as here, the Government uses a
device that is not in general public use, to explore details of the home that
would previously have been unknowable without physical intrusion, the
surveillance is a search and is presumptively unreasonable without a warrant”
(Kyllo v. United States, (99-8508) 533 U.S. 27, 2001, F.3d 1041, reversed
and remanded). A dissenting opinion was given by Justice Stevens. The
dissent argued that there was a difference between technology that gave its
user direct access to information in a private area and technology that only
allowed its user to make inferences about what might be going on inside that
private area. In his dissent, Justice Stevens emphasized that "what a person
knowingly exposes to the public is not a subject of the Fourth Amendment
protection".

Some U.S. authors point out that when using new technologies,
priority should be given to obtaining a person’s consent for their application.
“Obtaining consent, after all, is simpler, faster, and less burdensome than
applying for a warrant. As Justice Alito surmises, sometimes individuals
might appreciate the opportunity to make a choice whether to consent to
police intrusion into their personal and private lives or not” (Crocker, 2013,
p. 736).
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NORMATIVE REGULATIONS OF THE APPLICATION
OF THERMAL IMAGING CAMERAS IN CRIME DETECTION
IN THE REPUBLIC OF SERBIA

Bearing in mind the importance and scope of application of thermal
imaging cameras in crime detection, this part of the paper presents and
analyzes the positive legal solutions pertaining to the application of thermal
imaging cameras in the Republic of Serbia. Theoretically researching the
subject matter of this problem, we have analyzed the most important laws
and by-laws which directly regulate police powers. The basic legal act
regulating the types of police duties, measures and actions undertaken by
police officers is the Law on Police. However, this Law contains no
regulations providing the possibility of application of thermal imaging
cameras in crime detection and the state border protection. Therefore, we
have analyzed the police observation or surveillance activity (Law on Police,
2016, art. 47, para. 2, item 3), since it involves the application of various
advanced technology devices, including thermal imaging cameras.

Police observation is undertaken with the aim of investigating the
obtained information and preparing a proposition for appropriate authority.
The very activity may be undertaken by close observation or surveillance
with the aim of gathering information which may be valuable for establishing
whether there is grounds for suspicion that a crime or a misdemeanor has
been committed (Law on Police, 2016, art. 50, para. 1) even before there are
grounds for suspicion that a crime or a misdemeanor has been committed.
This Law states that observation may be carried out in public and other
accessible areas, excluding intrusion into any individual’s right to privacy
(art. 50, para. 2). When the assessment of the value of thus obtained
information is concerned, the legislator has explicitly provided for a method
for handling the information that may not be used in the procedure, as well as
the information of no operational value, stipulating that they have to be
destroyed within the period of one year (art. 50, para. 3). On the basis of this
legal regulation, it may be concluded that police observation or surveillance
may be treated as an activity undertaken ante delictum and post delictum,
while the information obtained by this activity may have either operational or
evidential value in proceeding a particular crime or misdemeanor. Apart from
a general statement that observation must not intrude on a person’s privacy,
neither special guarantees are provided for, nor specific conditions for
undertaking this activity are defined for the protection of the right to privacy.

There are no by-laws regulating a police officer’s duties and activities
that offer additional information on the specific application of thermal
imaging cameras. The Regulation on Police Discharge of Particular Duties
only contains a provision defining an activity titled close observation,
monitoring and surveillance (art. 10). Similarly, Regulation on Police Powers
does not contain special provisions either on conducting observation and
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surveillance, or regarding the application of thermal imaging cameras, except
for general remarks on the possibility of performing particular operational
tactical measures and actions by using special devices or technical means
(art. 60, para. 5).

In order to completely analyze the application of police observation by
thermal imaging cameras, we have studied the Law on Protection of State
Border. According to this law, a border police officer may administer powers
with the use of technical means and devices while performing border control
duties (art. 28, para. 1). Additionally, this law stipulates that the surveillance
of the state border is performed by administering powers and carrying out
measures and actions directly or by using technical means and devices (art.
31). The regulation on Police Discharge of Particular Duties explicitly
provides for the possibility of technical means application in protecting the
state border, emphasizing that devices are used for that purpose without
concretizing the type (art. 35, para 2).

More information on police observation may be found in
criminalistics theory, where this activity is defined as general operational
tactical or evidentiary action undertaken with regard to particular persons,
objects and areas (Zarkovié, Ivanovi¢, 2014, p. 163). Moreover, terms covert
surveillance or special observation are in use, as well (Simonovi¢, 2004, p.
120). Regardless of different names, basic features of observation are that it is
performed covertly by selected and trained persons equipped with adequate
technical means (Popara, 2012, p. 156). Police observation is the basis for
undertaking other operational tactical measures and actions (Zarkovié,
Ivanovi¢, 2014, p. 163). In the course of surveillance, it is customary to use
adequate technical means, such as infrared cameras, etc. (Zarkovié, Ivanovié,
2014, p. 165).

It should be emphasized that thermal imaging cameras might be
used in the course of covert surveillance of particular persons with the aim
of observing their activities and contacts. Some authors point out that
covert surveillance is a technique by which more than 50% of evidence in
most police operational processing of organized criminal groups is obtained
(Popara, 2010, p. 240). However, in the cases of covert surveillance, we
must have in mind its twofold legal nature. Namely, covert surveillance
may be understood either as a general operational tactical activity, or an
activity undertaken within the special evidentiary action of covert
surveillance and recording in accordance with article 171 of the Criminal
Procedure Code. Covert surveillance implies secret observation of
particular persons or a group of people and objects under operational
processing, and it involves secret observation and surveillance with the aim
of detecting particular criminalistics and criminal proceedings-relevant
facts (Krivokapi¢, Zarkovi¢, Simonovié, 2003, p.183).

As a rule, observation as a general operational tactical action is
undertaken on the basis of the authorization given by the head of the
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department, supervising the unit for surveillance (Popara, 2010, p. 241).
If secret observation is part of evidentiary action of covert surveillance and
recording, then the conditions for their authorization are more rigorous,
because this action is authorized by the preliminary proceedings judge. The
time span of this special evidentiary action is legally limited and the control
of its legality is carried out by preliminary proceedings judge.

Based on the above analysis, it may be concluded that adequate
protection of the right to privacy is provided for by law if covert surveillance
is undertaken as part of special evidentiary action of surveillance and
recording. Thereby, potential application of thermal imaging cameras would
be within the legal framework. The problem may arise if the police
observation with the use of thermal imaging cameras is undertaken as
operational tactical activity with the lack of precise provisions. Similar
situation may be noticed in the legislation of the Republic of Slovenia, but the
court practice there has taken the standpoint that the use of technical means
has to be based on the court order (Kriznar, 2017, p. 200).

The Police Powers and Duties Act of the Republic of Croatia
defines covert police actions as a special police power by which the
identity of a person reasonably suspected of being the perpetrator of an
offence prosecuted ex officio may be secretly checked (art. 32, para. 1).
Covert verification of identity is undertaken by observation, surveillance,
the gathering of information whilst the purpose of gathering and the status
of a police officer are disguised by means of technical recording (art.32,
para. 2). If not otherwise provided for by a separate law, it is specified
that surveillance and technical recording measures may last for 24 hours
at most, unless the measures have been undertaken in order to check the
identity of a person suspected of committing offences for which the
prescribed sentence is at least five years of imprisonment, in which case
the measures may last for 48 hours (art. 32, para. 3).

The Police Powers and Duties Act of the Republic of Croatia provides
for the possibility of undertaking covert police actions, such as observation
and surveillance in the course of criminal investigation if it is evident that
other actions shall not achieve the aims of police duties (art. 80, para. 1 and
2). Additionally, it is stipulated that observation and surveillance actions may
last for fifteen days starting from the day of the order issuing, which may be
extended by another fifteen days for reasons of successful completion of
undertaken actions. The written order for observation and surveillance is
issued by the general police director or some other person authorized by him,
while in case of extension of the surveillance action, the order can be issued
exclusively by the general director or his deputy. Exceptionally, the order
may be placed orally if so required for reasons of urgency, but has to be
issued in the written form within 24 hours (art. 80, para. 4 and 5). The law
precisely defines that an authorized public prosecutor and the general police
director have to be informed about the undertaken covert observation and
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surveillance actions with the aim of supervising their legality within 48 hours
after the completion of the action (art. 80, para. 7). This law also provides for
the civil control of the undertaken observation and surveillance actions (art.
102a).

Similarly, the Regulation on Police Discharge of Duties of the
Republic of Croatia specifies that the observation and surveillance may
be performed by means of adequate technical and program solutions (art.
120a) and it is the duty of the superior officer to check whether the used
technical devices are in good working order after the completion of the
action (art. 171).

On the basis of the above mentioned, we may conclude that there
is sufficient room in the Serbian legislation for the improvement of laws
and by-laws which would in detail regulate the legal basis (i.e. material
and formal condition) for undertaking operational tactical police
observation, the duration of the action, the control of its performance, the
application of adequate technical devices, including thermal imaging
cameras and defining their operational importance.

CONCLUSION

The use of thermal imaging cameras in crime detection as an
additional technical device may help in obtaining information on excessive
heat emission in a particular area. Thus obtained information is not
sufficient for making conclusions implying that a criminal activity might be
taking place on a certain location. Hence, these devices should exclusively
be characterized as indications due to which other police measures and
actions in crime detection may be realized. Furthermore, based on thermal
imaging scanning and other undertaken police measures and actions (e.g.
obtained information about electric power consumption), material basis for
a search may be strengthened.

Since thermal imaging cameras enable recording of excessive heat
emission, we are of the opinion that their application does not considerably
violate the right to privacy. However, this right might be brought into
guestion by undertaking some other operational tactical measures and
actions, such as police observation, due to vague legal provisions. Hence,
we are of the opinion that full protection of the right to privacy would be
achieved by regulating police surveillance modelled after the Croatian
legislative solution, as well as by stipulating the possibility for the
application of thermal imaging cameras to facilitate crime detection.
Thus, the citizens would be acquainted with the options at police officers’
disposal to detect crimes, conditions and methods of their application, as
well as legal means that they may use in order to control the legality of
police actions involving the use of thermal imaging cameras, and the
storing and processing of thus obtained information.
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The U.S. court practice supports the argument according to which
a court order is required for the application of thermal imaging cameras
because technology seems to be advancing at an unprecedented pace.
Consequently, it is only a matter of time when thermal imaging cameras
will be able to detect more than ordinary heat emission. We think that the
employment of technology should be regulated taking into consideration
its current performances, and not its overall potential, althewhile “keeping
pace with everyday life” in order to ensure the full protection of human
rights and freedoms.
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HNPUMEHA TEPMOBU3NJCKUX KAMEPA
Y JETEKIIUJU KPUMHHAJIA

Tama Kecuh, UBana BjenoByk
KpuMuHamcTHYKO-TIOMHIN]CKH YHUBEP3HUTET, beorpan, Cpouja

Pe3ume

V 3amTuTi 06e30€IHOCTH, OAHOCHO Y OTKPUBAY M JOKA3HMBAIby KPHBHYHHX JENa,
MOJIULM]CKH CITy)KOCHUIIM CBE BHILIE KOPHUCTE CaBPEMEHY TEXHOJIOrHjy, Mehy kojuma ce
n3/Baja M ymotpeda TepMOBH3MjCKHMX Kamepa. TepMoBH3MjcKe Kamepe (YyHKIHOHHIITY
Tako INTO Oeleke EeMHUCH]y TOIUIOTE, MpeTBapajyhin WHQpanpBeHy pamdjandjy vy
pazumjanujy Koja je BHUBMBA JbYJCKOM OKy. Ha Taj HauMH MOTy ce OTKpUTH pas3induTe
KpPUMHHAIHE aKTHBHOCTH, OJi HE3aKOHHTE IIPOW3BOIEC MAapUXyaHe, TPrOBHUHE JbYIUMA,
KpHjyMyapersa Jby/I1 10 Ha/[30pa JipyKaBHEe IpaHHMLIC.
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Y CA]l mpuMena TepMOBH3MjCKHX ypehaja mM3a3Baia je MHOTO KOHTPOBEP3H, IIpe
cBera ca acreKkTa 3allITHTE TIpaBa Ha MPUBATHOCT, HpensuljeHor YeTBpTUM aMaHIMaHOM.
VY u30CTaHKY MpeLM3HOr 3aKOHCKOr oBnamhera Ha yrnotpeOy TepMOBH3HJCKHX Kamepa,
aMepHyKa CyJICKa IpaKca MOKyIllaia je 11a HOHy M OATOBOpE Ha KJby4HA MUTaka, Kao ILITO
Cy 3aKOHHUTOCT H-HXOBE YIOTpeOe U JI03BOJBEHOCT yIoTpede Tako nobHjeHnx HHpopMa-
LHja y KpUBUYHOM TIOCTYTIKY. Y TO4YeTKy, BehrHa cyoBa cMaTpaia je Aa ce TepMOBU3H]-
CKe Kamepe MOTy KOPUCTHTH Oe3 moceOHe cyacke Hapende 3a mperpecame, mpasiajyhu
OBAKaB CTaB Pa3IMYUTAM apryMeHTarjama. [IpeKpeTHHIly y CyICKOj MpakcH IOHOCH
npecyna Bpxosror cyna CAJl y mpeamery Killo vs. United States, y xojoj je cyx oteHno
J1a je 3a MpUMEHY TepPMOBHU3HjCKHX ypehaja HeomxoJHO 00e30e/IUTH CYICKY Hapeaoy.

Nwmajyhu y BuIy Henoymuie Koje y MPAaKCH aMEpHYKHX CyZOBa M3a3Balia IPUMEHA
TEPMOBH3HjCKUX KaMepa Y OTKPHBAbY U JOKa3UBarby KPUBHYHUX JIeJia, aHATU3UPATIN CMO
HOpMaTHBHA pemiera y PemyOmiim CpOuju. AHamM30M CMO OOYXBATHIIM HajBa)KHUjE
MPONMCE KOjU PEryJHIIy IMOCTyName MONMUIN]CKUX ciIykOeHnka. CBUMa HHMa 3ajen-
HHYKO je 1a He cajipke moceOHe oapende o ynorpeOn TepMOBH3H]CKIX Kamepa, Beh Ou ce
EbHXO0BA yIOTpeda MorJia MOIBECTH MO OIILITE OJpe0e OBHX IIPOIICa, KOjuMa ce Ipe/-
Buha MoryhHoCT KopuIherma TEXHHUKIX CPEICTBA MPH BPIICHY MOJIHIMjCKAX oBnamthe-
wa. [Tonazehu o/ aHaK3e ONEPATHBHO-TAKTHYKHMX MEpa U Pajiibi KO KOjHX je yrnoTpeda
oBux ypehaja Moryha, 3axJby4rim cMo 1a OU ce OHM MOTJIM KOPHCTHTH NPH ITOJIULIHCKOM
omnakamy, Kao W MPUIIMKOM TIpely3uMarba MoceOHe NOoKasHe pajiibe, TajHO mpaheme n
CHUMame. Y 3aBUCHOCTH OJ] TOTa J1a JIM Ce KOPUCTE MPH MPeay3UMarby MOJHIHjCKOT Ora-
JKama WM TajHOT Npahera 1 CHIMama, YCIJIOBH 3a MPUMEHY TEPMOBH3H]CKHX Kamepa Ou-
7 OM MICHTUYHM Kao 3a Mpeay3HMame palibe MPH YhjeM CIpoBohemy ce kopucre. by-
nyhu Jia onepaTHBHO-TAKTHYKA Pajba IMOJULHMJCKO OIaKame HHje MPElu3HO ypeheHa
HPOIKCHMA, CAMHM THM U ITHTake MPUMEHE TEPMOBH3HjCKHX Kamepa ocTaje 6e3 0AroBo-
pa. Munubema cMo J1a 61 3ak0oHOM Tpebaito npensuaetn MoryhHocT kopumherma TepMo-
BU3U]CKHX KaMepa IpHU CIIpoBolery MOJMIM]CKOr ONaXkama, a HHpopMalje nodujeHe
FbUXOBOM MPHMEHOM TPETUpaTH Kao MHQpopMaIje o orepaTHBHOr 3Hauaja. [loceOHa
BpeaHOCT MH(popMaryja T0O0HjeHMX NPUMEHOM TEepMOBHM3HMJCKHUX Kamepa orniefa ce y
OCH@)XHBaIbY TIPAaBHOT OCHOBA 3 TIPe/y3HMarbe MOjeANHHX JJOKA3HHUX PaJiibH, Kao ILITO CY
MpeTpecame U TajHO Mpahere U CHIMAame.



