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Abstract

DNA profiling and the storage of DNA samples and profiles in DNA databases can
be widely used for forensic purposes. However, even though DNA profiling enables
faster and simpler crime solving or the elimination of suspicion, its application is also
associated with significant risks of limiting human rights through the violation of
confidentiality of personal data. Hence, a balance should be made between the use of
DNA profiling to achieve social interest, on the one side, and the protection of individual
rights, on the other. The article is devoted to the analysis of the compliance of the
Serbian positive legal framework with European and international standards in the
context of DNA profiling for forensic purposes. The goal of the paper is to give certain
recommendations of general importance, and especially recommendations regarding
possible amendments to Serbian law. Also, standards deriving from the practice of The
European Court of Human Rights have been singled out, which boil down to the fact
that DNA profiling and data storage should be defined by a precise and sufficiently
detailed legal framework that must be based on legitimate goals and must be consistent
with the preservation of democratic values in modern society.
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JHK PETUCTPU U BAIITUTA /JbYACKHUX ITPABA:
INPUJIMKE Y CPBUJU U YCKIABEHOCT
CA EBPOIICKUM CTAHJAPAUMA

Arncrpakr

W3neajame u ayBame JJHK mpoduma Moxke OUTH BeoMa 3Ha4ajHO y KOHTEKCTY BObe-
Hha KPUBHYHOT TIOCTYIIKA U Cy30Hjara KpuMuHaIUTeTa. MelyTuM, 1 Iopes Tora To oBa
TeXHOJIOTHja oMoryhaBa Op)ke M jeIHOCTaBHHUjE IOKa3WBamE, OJHOCHO EIIMMUHIICAHE
CyMIbe, FheHa IIPIMEHa je TIOBe3aHa M ca 3HauajHUM PH3HLMMA Ol yIPOXKaBarba JbYICKHUX
npaBa MMyTeM MOBpeJie TajHOCTH JIMYHUX mojaTaka. Otyna tpeba mpoHahu Gananc mmely
ymotpebe IHK mpodunmcama y omuTteM HHTEpECY U 3aIUTUTE JIMYHUX MpaBa. UnaHak je
nocehieH aHaM3K YCKIIa)eHOCTH CPIICKOT MO3UTHBHOIIPABHOI OKBHPA Ca €BPOICKUM U
MHTEPHAIHOHAIHUM CTaHJapIMa Y KOHTeKCTy 3akonuTe yrnorpeoe JTHK y dopensuuxe
cepxe. Llisb pana jecte ma ce majy onpeljeHe mpemnopyke y morsieay H3MeHa U JOIyHa CpII-
ckor 3akoHonascTBa. Taxole, M3ABOjeHN Cy cTaHAApIM KOHIMIMPaHU y npakcu EBpon-
CKOT Cyjia 3a JbyJICKa TIpaBa, Koju ce y Hajkpahem cBoze Ha To aa JIHK npodumicame u
4yBame MojaTaka y 0asu Tpeda aa Oymy JeUHHUCAHU MPEIU3HIM 3aKOHCKAM OKBHPOM,
3aCHOBAHH Ha JIETHTHMHOM IIWJbY U ycarjamieH! ca O9yBamkeM IEMOKPATCKIX BPEIHOCTH
Y CaBpPEMEHOM JPYILTBY.

Kibyune peun: /THK perucrap, kpuBH4HO 1ieno, paBo Ha mpusaTtHocT, Cpowuja,
EBporicku cyz 3a Jby/cka npasa.

INTRODUCTION

DNA analysis has a wide range of applications in genetic research,
historical studies and medical science, as well as in the prevention and de-
tection of crime. In addition to the fact that DNA profiling enables the
detection of crime suspects, it also facilitates the prompt and safe elimina-
tion of suspicion, thus reducing the risk of unjustified convictions of in-
nocent persons (Parven, 2013, p. 42). Therefore, it is not surprising that
during the last decades the question of establishing national and interna-
tional DNA databases has been raised in order to achieve great goals.

The first case that was solved using DNA profiling was recorded in
1986 in the United Kingdom of Great Britain and Northern Ireland (here-
inafter: UK; Panneerchelvam & Norazmi, 2003, p. 22). The first national
DNA database was created in 1995, also in the UK, under the acronym
NDNAD (Martin, Schmitter & Schneider, 2001). The United States soon
followed the example of the UK, so that, by the end of the 20th century,
there were DNA databases for sex and violent offenders. Thereafter, the
list of crimes for which DNA profiling is mandatory has been constantly
expanding (Kaye, 2001, p. 180; Rothstein & Carnahan, 2001, p. 129).
However, just as the application of DNA profiling can bring numerous
benefits, problems arise in connection with the violation of various hu-
man rights, primarily in the domain of protecting privacy and family life.
Also, one should be aware that the public’s enthusiasm for forensic DNA
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testing is highly influenced by the messages from the media emphasising
the “infallible capacity” of DNA testing to catch criminals (Machado &
Silva, 2019).

The issue toward which this research is directed is the existence of
a collision between two conflicting interests connected to collecting and
keeping DNA profiles. On the one hand, there is a need for the compre-
hensive and extensive use of DNA profiling. On the other hand, there is
the danger of violating human rights. The focus of the study is the need to
reconcile the two main considerations of the mentioned issue. In this con-
text, the author was interested in the compatibility of the Serbian positive
legal framework related to the forensic use of DNA techniques with Eu-
ropean standards. The author dealt with the case law of the European
Court of Human Rights by applying an analytical-synthetic approach
through the systematic analysis of individual court cases, so that the re-
sults thus obtained were then synthesised into general conclusions and
recommendations.

DNA PROFILING — THE PROS AND CONS

In the available literature, one often finds attitudes that focus on
the positive aspects of DNA profiling, emphasising that those who obey
the law have no reason to be concerned about their DNA profiles being
stored in an official database. Moreover, a considerable number of scien-
tists advocate for the creation of universal DNA databases that would
store the DNA profile of every citizen immediately after birth. By doing
so, the fear of discrimination against any group of people would be elimi-
nated and forced confessions would become practically impossible, con-
sidering that no one could be misled if the police had his or her DNA pro-
file (Tuazon, 2021, p. 16). It is interesting that the stated opinions had a
significant impact on the development of the existing DNA databases, in
view of the fact that at first only the DNA profiles of murderers, rapists
and perpetrators of the most serious crimes were stored in these data-
bases, and that the DNA profiles of persons convicted of crimes that can-
not be characterised as heinous were also included in these registers only
later on (Parven, 2013, p. 45).

However, the voices of those who realise that there are also argu-
ments that do not speak in favour of establishing immense DNA data-
bases can be heard. The basic contra argument concerns the fact that, at
the current moment, the future possibilities of using and abusing DNA
profiles, and especially DNA samples, cannot be foreseen. As the laws of
many countries create significant opportunities for obtaining DNA sam-
ples, citizens are not sufficiently aware of the fact that their most personal
data no longer has to belong only to them (Buha, 2018; Joh, 2011, p.
670). Moreover, the retention of DNA profiles and samples does not have
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to concern only the protection of the privacy of the person whose DNA
profile is in question, but the protection of the privacy of their relatives
too. Certain theorists have also suggested that genetic-based crime control
strategies might include, in the future, mandatory genetic screening in or-
der to identify individuals predisposed to certain behaviours (Maschke,
2008, p. 49).

Another type of problem concerns the complexity of DNA profil-
ing because it can only be performed by trained experts, so it is question-
able whether judges, and especially jurors, are capable of critically evalu-
ating evidence derived from forensic-genetic analysis, or if they simply
have to trust the testimony of experts (Andrejevic¢, 2012, p. 300). This
problem becomes especially relevant in situations where forensic experts
themselves cannot agree on whether the DNA evidence speaks of guilt or
innocence (Lynch et al., 2008, p. 21). It should also be borne in mind that
DNA was originally aimed at identifying and excluding suspects by com-
paring their DNA to biological traces found at the crime scene, and that,
on the contrary, in recent years it has become increasingly important as a
tool used to generate suspects by searching for a link between the biolog-
ical material collected from a crime scene to a DNA profile stored in a
DNA database (Machado & Silva, 2019; M'Charek, Hagendijk & Vries,
2013, p. 543). In addition, different types of exploitation of DNA open up
the problem of potential political abuses and the constant expansion of
possibilities for covert surveillance (Nelkin & Andrews, 1999, p. 690).
Even police experts point out that there is a significant risk that the public
will stop supporting DNA profiling, as the possibilities for keeping DNA
profiles increase (Wallace, 2006).

It is stated in the available literature that DNA profiling can be
problematic from the point of getting to know the origin and ancestors of
a given person, which also implies the possibility of discovering predis-
positions for the development of hereditary diseases (Parven, 2013, p.
46). Especially controversial is forensic DNA phenotyping, which refers
to the prediction of a person’s externally visible characteristics regarding
appearance, biogeographic ancestry and age by DNA analysis. Apart
from the mentioned problems, there is also a risk of a certain violation of
bodily integrity through forced DNA sampling. The issue of large finan-
cial costs that would be produced in order to create and maintain univer-
sal DNA databases is also significant (Rothstein & Talbott, 2006, p. 154).

The problems of future abuses cannot be solved by giving in-
formed consent for future DNA sample processing due to the fact that cit-
izens would have to have extensive knowledge to be able to understand
the risks that the future holds. Finally, the available literature points out
that the possibilities of using DNA samples and profiles largely depend
on the level of technological progress in a given country, so that it is al-
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most impossible to design universal solutions (Mitrovié, 2016, p. 1458;
Sarkar & Adshead, 2010, p. 249).

It should also be emphasised that researchers have noticed an im-
portant difference between the use of a DNA profile and DNA sample in
solving a particular crime at a given moment, on the one hand, and the
permanent storage of a DNA sample and DNA profile, on the other
(Parven, 2013, p. 62). The key problems arose precisely because DNA
technology was introduced into forensic science for the purpose of solv-
ing specific crimes, and then various other possibilities for the use of
DNA began to be discovered.

THE SERBIAN LEGAL FRAMEWORK AND DNA PROFILING
IN THE CONTEXT OF CRIMINAL PROCEDURE

With the entry into force of the Criminal Procedure Code, Official
Gazette of the Republic of Serbia, no. 72/11, 101/11, 121/12, 32/13,
45/13, 55/14, 35/19, 27/21 and 62/21, the rules regarding the possible us-
es of DNA profiling in the context of criminal proceedings were defined
in more detail, although the Criminal Procedure Code from 2001 had also
contained certain solutions regarding forensic analysis (Nika¢, 2019, p.
126). The current Criminal Procedure Code, Art 140, specifies that the
collection of a buccal swab can be performed without the consent of the
suspect, given that it previously only covered the “taking of a blood sam-
ple and ‘other medical procedures.”” Furthermore, to eliminate suspicion,
a buccal swab may also be taken from the victim, or other persons found
at the scene of the crime without their consent, acknowledging the fact
that the act of taking a sample must be done by a professional, and only
with an order of the public prosecutor or the court.

In addition to taking DNA samples to identify suspects and solve
crimes, the Criminal Procedure Code provides for the conditions under
which the forensic registration of certain categories of convicted persons
is carried out. Thus, as a part of the decision to impose a prison term, the
court may order that a sample for forensic-genetic analysis be taken from:
offenders who have been sentenced to a prison term of more than one
year for a premeditated crime; and sex offenders and persons who have
been ordered to undergo mandatory psychiatric treatment, under Art. 142,
It should be emphasised that when it comes to sex offenders convicted of
crimes against minors, a DNA sample must be taken and their DNA pro-
file is to be permanently stored, in accordance with the Law on Special
Measures for the Prevention of Criminal Offenses against Sexual Free-
doms against Minors, Official Gazette of the Republic of Serbia, No.
32/13, also known as Marija’s Law.

The Criminal Procedure Code does not deal with issues related to
the storage and the periods during which DNA samples and DNA profiles
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are to be kept, and only states that these issues will be dealt with by other
regulations.

The Law on the National DNA Database, Official Gazette of the
Republic of Serbia, no. 24/18, entered into force in 2018 as the first legal
document in Serbia to define the storage of DNA profiles.! The law deals
with the process of introducing a national DNA database whose data is to
be used for criminal proceedings and for determining the identity of miss-
ing or unknown persons and corpses, pursuant to Art. 1. This law regu-
lates issues related to the processing of data obtained through forensic-
genetic analysis, and states that DNA analysis is a forensic-genetic analy-
sis of biological material, carried out for criminal proceedings or identity
determination procedures. A DNA profile is data that represents the result
of DNA analysis, while a biological sample is any biological material of
human origin that can be linked to an offense, or a sample taken for iden-
tity determination.

Pursuant to Art. 4 of the Law on the National DNA database, the
DNA register is established and managed by the Ministry of Internal Af-
fairs and by the competent forensic service. The data can only be pro-
cessed in order to achieve the purpose for which it was initially collected.
The above implies that the processing of data in order to establish the
physical, biochemical, physiological or psychological characteristics and
specific hereditary characteristics of a person is not allowed. Data from
the DNA database can be exchanged and shared with international organ-
isations and foreign states, in accordance with relevant laws and interna-
tional agreements.

Article 5 of the Law on the National DNA Database defines all
types of data stored in the registry. Thus, the registry contains: a database
of DNA profiles determined from indisputable biological samples; a da-
tabase of DNA profiles determined from contested biological samples and
a database of DNA profiles determined in criminal proceedings submitted
from all DNA laboratories in the Republic of Serbia. The database of
DNA profiles determined from indisputable biological samples contains:
the DNA profiles of persons on whom forensic registration was per-
formed; the DNA profiles of persons convicted of sexual offenses against
minors; the DNA profiles submitted by relevant authorities within the

1 The Proposal of the Law on amendments to The Law on national DNA database is
currently in the procedure before the National Assembly of the Republic of Serbia.
Among other issues, the amendments should enable the classification of DNA data
according to categories of persons participating in criminal proceedings (suspects,
accused, convicted persons and victims), as well as provide more detailed rules on
DNA data storage periods. One of the amendments foresees that the DNA profile
taken in order to eliminate suspicion will be retained for 30 years after the collection
of the DNA sample.
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framework of international cooperation; and the DNA profiles established
for the purpose of suspicion elimination. Therefore, when it comes to the
categories of persons whose DNA profiles are stored, the database is not
limited only to suspects and convicted persons, but houses the data of a
wider range of subjects.

When it comes to the processing of data in the national database,
public prosecutors and courts may request a search of the National DNA
Database in order to compare the DNA profile obtained by DNA analysis
with the data already stored in the database. This request is submitted in
written form, and exceptionally orally with the obligation to submit a
written request later, and the request must be acted upon without delay, in
the sense of Art. 7 of the Law on the National DNA Database.

When it comes to data storage in the DNA database, the Law on
the National DNA Database does not regulate the details of this issue.
Thus, the Law on Records and Data Processing in the Field of Internal
Affairs, Official Gazette of the Republic of Serbia, no. 24/18, defines: the
processing of personal data, the rights and protection of the rights of the
person whose data is processed, the types and content of records, data ex-
change, storage, protection and supervision of data protection, as well as
other issues (Art. 1). This law stipulates that everyone is entitled to be in-
formed whether their personal data is being processed and what pro-
cessing operations are being performed.

When it comes to the terms in which personal data is stored, the
Law on Records and Data Processing in the Field of Internal Affairs, in
Art. 45, stipulates that the data related to the persons to whom the foren-
sic identity determination was applied are kept for three years, except
when the forensic identity determination was carried out for the purposes
of forensic registration. However, data related to forensic registration is
kept for 60 years. Also, samples of biological origin and samples for fo-
rensic-genetic analysis are kept until the absolute statute of limitations of
criminal prosecution for the specific crime expires. On the other hand, for
criminal offenses that cannot become statute-barred due to their special
character or international conventions which refer to it, data generated by
DNA analysis, as well as DNA samples, are stored permanently.

The Law on Records and Data Processing in the Field of Internal
Affairs did not provide for special rules or procedures on protecting and
deleting personal data. Namely, the provisions of the law governing the
protection of personal data in general are to be applied, pursuant to Art. 6
of the Law on Records and Data Processing in the Field of Internal Af-
fairs. The Law on the Protection of Personal Data, Official Gazette of the
Republic of Serbia, no. 87/18, provides legal means that citizens can use
in cases when their rights have been violated. Thus, everyone has the
right to file a complaint with the Commissioner for Information of Public
Importance and Protection of Personal Data, while the provisions of the
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law regulating inspection supervision are applied accordingly in the com-
plaint procedure. Citizens also have the right to judicial protection.
Therefore, in Serbia, at the moment, there is no special procedure
for the deletion of DNA profiles and there is no possibility of an adminis-
trative or other similar review of the necessity of the DNA data retention.

THE CASE LAW OF THE EUROPEAN COURT OF HUMAN
RIGHTS IN THE FIELD OF DNA PROFILING AND DNA STORAGE

DNA profiling is directly related to the intrusion into citizens’ pri-
vacy. In this context, Art. 8 of the European Convention for the Protec-
tion of Human Rights and Fundamental Freedoms (Rome, 1950, hereinaf-
ter: ECHR) prohibits the violation of the personal sphere, by stating that
public authorities will not interfere in the exercise of the right to privacy
unless the limitation of the right is in accordance with the law and neces-
sary in a democratic society: in the interest of national security, public
safety or economic well-being; to prevent disorder or crime and protect
health or morals, and also in order to protect the rights and freedoms of
others. Article 18 of ECHR is also relevant since it stipulates that, alt-
hough certain limitations of human rights are permissible, the limitations
may not be applied for any other purposes than those for which they have
been prescribed. The stated norms are of the highest importance consider-
ing that, in contrast to the tendency to constantly expand the scope of
basic human rights, there is also a tendency to derogate them (Dimovski,
2021, p. 1059).

In its decades-long practice, the European Court of Human Rights
has dealt with a considerable number of petitions related to the alleged
violation of the right to privacy in the context of DNA profiling. Apart
from the fact that the applicants referred to the violation of Art. 8 of
ECHR, several petitions also concerned the discriminatory treatment of
citizens whose DNA profiles are stored in various national databases (Art.
14), as well as the violation of the right to respect the presumption of in-
nocence (Art. 6).

In S. and Marper v. UK, (app. no. 30562/04 and 30566/04, judg-
ment 4 December 2008), one of the applicants was eleven-year-old S,
who was arrested and charged with attempted robbery, and afterward ac-
quitted. Regardless of the outcome of the criminal proceedings, the state
permanently stored his DNA profile. The second applicant, Marper, was
arrested and charged with the harassment of his partner, but proceedings
were suspended, while Marper’s DNA profile was also stored and perma-
nently recorded. The European Court of Human Rights decided that the
right to the protection of personal data was violated. The court stated that
DNA profiles, by all means, represent data of a private and sensitive na-
ture and that DNA analysis carries a great potential for encroaching into
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the most intimate sphere (S. and Marper v UK, 869, 70). Special attention
should be paid to the speed of scientific progress, which inevitably speaks
in favour of the fact that technologies will be further enriched, which
leads to both significant societal benefits and various risks for privacy
protection. The European Court of Human Rights emphasised that the
storage of DNA profiles and samples does not only affect the person from
whom the biological sample was taken, but potentially also their family
and a wider circle of his relatives. Also, there is a significant difference
between the storage of biological samples for DNA analysis and the stor-
age of a DNA profile, given that the DNA sample undoubtedly contains a
significantly larger number of personal data, but at the same time, it does
not imply that the storage of the DNA profile in itself does not entail sig-
nificant risks for privacy protection (S. and Marper v UK, 8§8872-77). The
court pointed out that there must be a legal basis for keeping a DNA pro-
file, and that the law must be directed toward a relevant and legitimate
goal, but that, at the same time, restrictions on the right to privacy must
be in accordance with the values of a democratic society. It was not dis-
puted that in the UK there was a law that defined the taking and storage
of DNA samples and profiles, and that it was based on a legitimate goal,
which is the detection and solving of crime. However, the issue was
whether restrictions on the right to privacy were necessary in a democrat-
ic society. Hence, the court concludes that it is indisputable that DNA
profiles can be extremely important in detecting and solving crimes, but
that this does not mean that their extensive use is acceptable in any given
case. When it comes to this particular petition, the possibility of indefi-
nitely storing the DNA profile of a suspect who has never been convicted
should be considered especially carefully (S. and Marper v UK, 8§106).
Furthermore, the court emphasised that a significant number of European
countries allow the storage of DNA profiles of suspects for a limited time,
primarily tying the storage period to the time required to complete the
criminal proceedings. In this sense, the possibility of the permanent stor-
age of DNA profiles of suspects for all recordable offenses is not ac-
ceptable (S. and Marper v UK, §110). Also, it is unacceptable to indis-
criminately and indefinitely store the DNA profiles of both suspects and
convicts, both minors and adults, regardless of whether it is a question of
detecting and processing a more serious or a minor offense, and regard-
less of any personal characteristics and previous convictions (S. and
Marper v UK, §119). In addition, the court was of the opinion that the
state did not enable the application of an adequate mechanism to control
the justification of storing and keeping DNA profiles in the database.
Namely, there was only the possibility that high-ranking police officers,
making a discretionary decision, would approve the deletion of a certain
DNA profile from the database, although such cases were very rare in
practice. Moreover, the deletion of the DNA profile occurred mainly in
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cases when the authorities made a mistake during the entry itself (S. and
Marper v UK, §35).

In S and Marper v. UK, the European Court of Human Rights dis-
agreed with the government’s position that the mere fact that the DNA
profile is stored in the database does not affect human rights. The gov-
ernment pointed out that if there is never an overlap between the DNA
profile stored in the database and the DNA profile originating from a cer-
tain crime, there will never be an intrusion into the privacy of a person who
has been forensically registered. On the contrary, the European Court of
Human Rights pointed out that regardless of the absence of data processing
in the future, the mere storage of one’s personal data already represents an
invasion of inviolable human rights (S. and Marper v UK, §121).

A recent case before the European Court of Human Rights,
Gaughran v UK (app. no. 45245/15, judgment 13 February 2020), in-
volved a male from Northern Ireland who was convicted of driving under
the influence of alcohol. The applicant admitted the offense, and was
fined and banned from driving for twelve months. Two months after the
end of the proceedings, his lawyer requested that the DNA profile of his
client be removed from the DNA database, considering the trivial nature
of the crime. The state’s response to this request was negative considering
that the law prescribes the mandatory forensic registration of all persons
who have been convicted of a recordable crime, which serves a very im-
portant purpose of detecting and suppressing crime. Furthermore, the
government emphasised that DNA profiling has a deterring effect on of-
fenders, and that it has been known that convicted persons often reoffend
within one or two years, which also justifies the mandatory registration
and permanent storage of a DNA profile (Gaughran v UK, 862). The Eu-
ropean Court of Human Rights took the opinion that the permanent stor-
age of the DNA data of a person who was driving under the influence of
alcohol represents an inappropriate and too extensive limitation of the
right to privacy. Even though the Government emphasised that every state
has a certain freedom in defining the need for the detention of personal
data, in accordance with the specific needs of the given state, the court
was of the opinion that the limitations went too far. Despite the fact that
the DNA profile is kept only in the cases of conviction for non-trivial
crimes, the legislator still did not enable the evaluation of the distinction
between very different types of crime. Thus, the court concludes that the
state cannot automatically store the DNA profiles of all persons convicted
of a certain broadly defined category of offense. It is also necessary to
precisely prevent the storage of the DNA profile after the death of the
person who was profiled. As for the state’s claims that DNA profiling en-
ables a more effective fight against crime, such a position cannot be eval-
uated as a justification for the extended storage of DNA profiles. If one
would take into account only the fact that DNA profiling can be useful,
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then this would justify taking a DNA sample and the DNA profiling of all
citizens, which cannot be accepted as an adequate solution (Gaughran v
UK, §89). Furthermore, the European Court of Human Rights did not ac-
cept the state’s explanation that a more substantial DNA base is needed to
shed light on cold cases, specific to Northern Ireland and its political and
historical context, considering that such an argument by itself cannot nul-
lify the obligation to respect the right to privacy. Even when solving
complex cases, the state must use means that will not call into question
the respect for human rights (Gaughran v UK, §93).

In Aycaguer v. France (app. no. 8806/12, judgment 22 June 2017),
the applicant refused to give a sample in order to store a DNA profile in
the national DNA database, also known as FNAEG. Aycaguer was previ-
ously convicted of intentional violence against a person exercising public
authority. The applicant took part in the protest of agricultural workers,
during which he hit a policeman with an umbrella, without causing him
any injuries, and was sentenced conditionally to two months of impris-
onment, and, since he subsequently refused to consent to a buccal swab,
he was fined 500.00 EUR. Aycaguer appealed to the French court, but the
court ruled that there were no grounds to refuse DNA sampling. The ap-
plicant pointed out that the database was first created to store the DNA
profiles of sex and violent offenders, and that it later on expanded so that
it could store DNA profiles of other offenders, including persons convict-
ed of trivial offenses. He also stated that, given the nature of the offense
of which he had been convicted, it was disproportionate to store his DNA
profile for 40 years. The government pointed out that the law precisely
stipulates when DNA profiling is mandatory, and stressed that the data-
base is used only to detect and solve crimes, as well as that there is no
possibility of unauthorised access (Aycaguer v. France, §829-32). Never-
theless, the European Court of Human Rights found that there came to an
excessive limitation on the right to privacy. Namely, although the state
has the right to decide when DNA profiling should be carried out, it can-
not be performed regardless of the gravity of the offense. Also, it is unac-
ceptable that all DNA profiles are stored for the same period. Even
though there was a legal basis for the mandatory DNA profiling of perpe-
trators of certain categories of offenses, in practice there should be a clear
distinction between the collection of personal data of persons convicted
for sexual crimes and terrorism, on one side, and crimes such as striking
an unnamed police officer with an umbrella, on the other (Aycaguer v.
France, 843). Also, it is necessary to have an appropriate mechanism for
the supervision of DNA profile storage, which did not exist in France at
the time (Aycaguer v. France, §45).

In the case of Peruzzo and Martens v. Germany (app. no. 7841/08
and 57900/12, judgment 4 June 2013), two applicants, both multiple of-
fenders, complained about the storage of their DNA profiles. At the time
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when the DNA analysis was requested, no criminal proceedings were
pending against them, so the reason for the DNA profiling was the detec-
tion and solving of possible future crimes. Peruzzo was convicted of mul-
tiple drug-trafficking offenses and Martens was convicted for several vio-
lent crimes. Despite the applicants opposing the DNA analysis, the Ger-
man court found that there is a significant risk that they could reoffend in
the future, as a result of which DNA profiling is justified and necessary.
The Criminal Procedure Code (Strafprozessordnung), at that time, stipu-
lated that DNA profiling could be carried out both as part of ongoing
criminal proceedings and for future criminal proceedings. The forced col-
lection of DNA samples is only possible in the case of the commission of
serious crimes, when there is a risk of reoffending, and only on the basis
of a court decision (Peruzzo and Martens v. Germany, 820). According to
German law, DNA profiles are stored only as long as there is a legally
justified reason, and afterward, they are to be destroyed. The European
Court of Human Rights established that there was a legal basis for DNA
profiling, given the sufficiently clear and precise provisions of the Crimi-
nal Procedure Code. What could be disputed is whether the limitation of
the right to privacy is justified given the values of the modern democratic
society. The court estimates that there was no extensive limitation of the
right to privacy because DNA profiling is allowed: in the case of a con-
viction for a serious crime, in the case of a repeated conviction for a
crime of a certain gravity, and in the case where personal circumstances
and circumstances related to the crime indicate a high risk of reoffending
(Peruzzo and Martens v. Germany, 844). In addition, in Germany, the
court is obliged to review, at periods not longer than ten years, whether
stored DNA data is to be corrected or deleted. The applicants also com-
plained that storing a DNA profile for the purpose of conducting future
criminal proceedings represents a denial of the presumption of innocence
pursuant to Art. 6 of the ECHR. However, the European Court of Human
Rights stated that there can be no question of a violation of this presumption,
because, at the time of DNA profile storage, there were no criminal
proceedings against the applicants (Peruzzo and Martens v. Germany, 854).

CONCLUSION AND RECOMMENDATIONS

The European Court of Human Rights has designed certain stand-
ards related to DNA profiling in the context of criminal proceedings.
Those standards imply that DNA analysis and the storage of DNA pro-
files can only be performed with a relevant legal basis, whereby the lan-
guage of the national law must be unambiguous and precise. Apart from
the fact that DNA profiling, and especially the storage of DNA profiles,
should have some basis in domestic law, at the same time, it must serve a
legitimate aim and be necessary in a democratic society. Therefore, a cer-
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tain restriction of human rights can be tolerated only in the presence of
important reasons that can be qualified as more significant than the indi-
vidual interests of citizens. Without any doubt, the fight against crime
represents an interest of great social importance and a pressing social
need. However, despite the existence of a legal basis for DNA profiling
and a legitimate aim, the collection and storage of DNA data must not
take on an extensive character.

When it comes to DNA profiling and DNA storage in a national
DNA database in Serbia, we could say that this matter is aligned with in-
ternational and European standards, but that there is room for additional
improvement. Thus, in Serbia, there is an adequate legal basis for DNA
profiling which concerns the need for efficient criminal proceedings. Al-
so, the Law on the National DNA Database provides a legal basis for the
storage of DNA profiles. Nevertheless, what can be problematic in Serbia
are the terms by which DNA profiles are stored, as well as the absence of
review mechanisms of the legality and the justification of prolonged stor-
age of the DNA data.

Also, in Serbia, extensive periods have been set for the storage of
DNA profiles. Although high-ranking police officers are responsible for
ensuring the legality of storing and manipulating DNA data, the proce-
dures according to which they act have not been elaborated on. It should
also be borne in mind that when it comes to those convicted of sex crimes
against minors, their DNA profiles are permanently stored, and no mech-
anism of re-examination is foreseen. The possibility of long-term storage
of not only DNA profiles of convicted persons but also other persons
connected with certain crimes is also problematic.

In order to harmonise the Serbian positive legal framework with
European standards, all issues related to the National DNA database and
DNA profiling should be resolved within a single legal document. Fur-
thermore, specific time limits should be determined in relation to the stor-
age of DNA profiles of different categories of persons. It is necessary to
define a mechanism for controlling the actions of high-ranking police of-
ficers in the domain of keeping DNA profiles and samples, considering
that it is a very sensitive and complex matter. Also, procedures for cor-
recting errors in the DNA database should be defined, as well as proce-
dures governing the deletion of data that is no longer needed.

With all of the above, measures should be taken in Serbia to famil-
iarise the wider public with the importance and functions of DNA profil-
ing, as well as the dangers that could arise from the uncontrolled man-
agement of DNA databases, given that it is a topic that, despite its enor-
mous social importance, has been completely neglected.
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JHK PETUCTPU U BAILITUTA JbYACKHUX ITPABA,
INPUJIMKE Y CPBUJU U YCKJIABEHOCT CA
EBPOIICKUM CTAHJAPAUMA

Muinna Kopayesuh
YuuBep3uret y beorpany, ®axynreT 3a cnenujainy eaykanujy U pexaOwinTanyjy,
Bbeorpan, Cpbuja

Pe3ume

IIporpec Hayke omoryhuo je mmpoky npumeny JIHK npodunucama y obnactu
OTKpHBama M MpOoLeCyHpamba KPUBHYHUX Jeia. MehyTum, ocnm 3Hauajanx npeumyh-
CTaBa, allJIMKOBAHE¢ OBE TEXHOJIOTHjE JOHOCH HE3aHEMapJbUBE PU3HKE IO MOIITOBAKE
JbYZICKUX TIpaBa U cnoboxa. OTyza ommra ¥ HaydHa jaBHOCT CBE yelrhe TOBOPH O TO-
Mme na JJHK texnonoruja omoryhaBa mHBa3ujy y mpuBatHOCT rpahana, ¢ 003upom ma
ce myteM aHanmze JJHK y3opka Moke mpruOaBuTH 00UJbe HAjIIMIHUjUX MOJATaKa, 110~
IyT OHHUX O TOPEKIy U POAOHHCKMM Be3aMa, 10 OHHMX O F€HETCKH MPEHOCHBHM 0oJie-
cruma. JTHK mpodunncame kperpa MoryhHOCT 3a BpIeHe Haq30pa HajJ aKTHBHO-
cTuMa rpaljaHa, KOji HECBECHO M CBAaKOJHEBHO Ha Pa3IMYMTHM MECTHMa OCTaBJbajy
ouostomku Matepujai nonoban 3a JIHK ananuse. Mako ce HepeTko UCTHYE Ja OHAj KO
He KpIIM 3aKOH HeMa pasjiora ja ce npubojaBa yBHAA Y CONICTBEHE OJUIMKE M HOCTYI-
Ke, UImak Tpeba IMOCTaBUTH MHTAE 3aIITO je MOTPEOHO 1a jaBHE BIACTH PACHOJIaXKy
o0mspeM BpIIO TMYHKX MoxaTaka. Takohe, kana ce, ¢ mpaBoM, ucruue na JJHK Texno-
joruja omoryhasa moy3JaHO JETEKTOBAHbE OCYMIbMYCHUX 3a HajOIACHHUja KPHMBHYHA
nena, He Tpeba ryOuTH U3 BU/a HU TO J]a OHA HHje HeMOrpelInBa.

Kaxo EBporicku cyx 3a Jpy/acka mpasa Beh HEKOJHMKO JelieHHja npecylhyje o mu-
TambUMa y Be3u ca onpasaanomhy u 3akonuTomhy uysama JJHK npoduna u yzopaka
y HaronanuuM JJHK perucrpuma, ayTop je HacTojao 1a W3ABOjU KJbYUHE CTaHAapAe
KOjH Cy Ce M3IBOJWIIM Y TpPaKCH OBe MHCTHTyIHMje. Tako n3ziBajame u uyBame JJHK
npoduia Mopa OUTH 6a3UpaHO Ha PEIEBAHTHOM M JOBOJBHO MPELU3HOM MPOITHCY KO-
jH je ycMepeH Ka OCTBapHBakby LHJbEBA OJ1 OIILTET APYIITBEHOT 3Hayaja. Y3 HaBese-
HO, OTpaHnYaBame NPUBATHOCTH TpaljaHa He CMe TMONPHUMHUTH EKCTEH3UBHE pasMmepe,
JIOK TyrOTpajHHje YyBame JUYHHUX I0JaTaka He MOXKEe J1a ce OJHOCH Ha IIMPOKO Je-
¢dunMCaHe rpyme auna, Beh caMo Ha ocyMIbUYeHE U OocyljeHe 3a Telllka KpUBHYHA Je-
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na. Takole, HEPUXBATILMBO j€ HECEIEKTUBHO BHILEACIICHUjCKO MM YaK BPEMEHCKH
HeorpaHuueHo cxinaaumree JJHK npoduna u y3opaka, npu uemy Cy ApikaBe AyxKHE
na nedpunuily epukacHe MeXaHM3ME 3a NEPUOANYHO PEeBATyHpPAEE ONPABAAHOCTU
JlaJber yyBama JIMYHMX I10JaTaKa.

Amnammnpajyhu nosurusHonpaBHH okBHp y CpOHju, ayTop 3aKibydyje Aa je OH, Y
onpeheHoj Mepy, yckialjeH ca peneBaHTHIM €BPOIICKUM cTaHaapanMa. JlomaTHo ycaria-
IIaBarbe Ca eBPOIICKMM TEKOBHHAMA M3UCKUBAJIO OW MPOIICHBAE jJACHUX JUCTHHKIIN]jA
npu uyBary JJTHK npodmna n y3opaka pazmmauTux rpyna rpalhana, Kao W Iperu3Huje
Olpeie/bUBAbE HAUISKHOCTH M HPOLEypa 3a MEPUOUYHO U PEIOBHO NMPEHUCIINTHBAKE
3aKOHHTOCTH U OTIPABIAHOCTH IIPOJIOHT UPAHOT YyBakha HajIMYHUjUX TT0JATaKa.



